3.Co ché xac thuc
(JWT/Bearer)

3.1. Muc Tiéu Chuong

Chuang nay quy dinh chudn xac thuc va nguyén tac thiét ké bdo mat nham:

e DAm bdo co ché xac thuc théng nhat gilra cac integration flow va don vi phat trién

e Gilp artifact dé doc, dé hi€u va dé bao tri

e Gidm 16i phat sinh do xUr ly token khéng ddng chuén

e Tang hiéu qua review va kiém soat chat lugng artifact

e Dam bao toan bo ludong tu Client -» APIM - MI - Backend déu cé xac thuc nhat quan
e Tich hgp dlung véi WSO2 Identity Server (IS) lam trung tdm cap va xac thuc token

3.2. Khai Niém / Pham Vi Ap Dung

Quy dinh nay ap dung cho:

e Toan bo artifact xtr ly hoac chuyén tiép request qua xac thuc
e Core Team va Partner Team

e Tat cd cac API, Sequence, Inbound Endpoint trong artifacts/**
e Cau hinh APIM va IS do Core Team quan ly

Kién Tric Xac Thuc Téng Thé



Client

| Bearer Token (IWT tir WSD2 IS)

L

WS02 APTI Manager (APIM) + Validate token w&i WS02 IS

Routing (internal header)

v
W502 Micro Integrator (MI) + Nhan/forward token d&n backend

Authorization: Bearer <token®

v

Backend API (Spring Boot) + Validate JWT tai filter layer

Ba Tang Xac Thuc

Tang Thanh phan Vai tro xac thuc

Cap token WSO?2 Identity Server (IS) OAuth2 Authorization Server, cap
JWT/Access Token

Validate token WSO2 API Manager (APIM) Xac thuyc token tai Gateway trudc khi
route vao Mi

Forward token WSO2 Micro Integrator (Ml) Set Authorization: Bearer header khi goi
backend

3.3. Quy Dinh Chinh

3.3.1. Quy Tac bat Tén Artifact

Céc artifact lién quan xac thuc phai dat tén theo quy udc thong nhat:

Thanh phan Quy tac dat tén Vi du

REST API <Name>Api.xml
KafkaProducerApi.xml,

PlanningDirectApi.xml

Inbound Sequence <flow>-inboundSequence.xml

Load_balance_example-
inboundSequence.xml
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Error Sequence <flow>-inboundErrorSequence.xml
Load_balance_example-
inboundErrorSequence.xml

Inbound Endpoint <flow=>.xml

Load_balance_example.xml
Connection Entry <Name>Connection.xml

KafkaConnection.xml
Backend Endpoint <Name>Endpoint.xml PlanningBackendEndpoint.xml

3.3.2. Quy Tac bat Property Trong
Sequence

Dung tén property nhat quan khi xt ly token/header:

<!-- BUng: Tén property ré rang, ding chuan -->

<property name="PAYLOAD" expression="json-eval($)" scope="default"/>

<property name="HTTP_STATUS" expression="$axis2:HTTP_SC" scope="default"/>

<property name="ERROR_CODE" expression="get-property('ERROR_CODE')" scope="default"/>
<property name="ERROR_MESSAGE" expression="get-property('ERROR_MESSAGE')" scope="default"/>

<!-- Sai: Tén khong md ta y nghia -->

<property name="x

expression="json-eval($)" scope="default"/>

<property name="code" expression="$axis2:HTTP_SC" scope="default"/>

3.3.3. Quy binh Vé Logging Xac Thuc

Khéng duoc bd qua budc log khi xir ly request:

<!-- Sai: Khéng log trang thai -->
<call>
<endpoint>
<address uri="http://192.168.0.133:8080/api/v1/plannings"/>
</endpoint>

</call>

Phai log day du cac budc:



<!-- Blng: Log day du theo chuén dy an -->

<log level="custom">
<property name="API_NAME" value="PlanningDirectApi"/>
<property name="STATUS" value="Nhan request, goi thang Backend..."/>
<property name="PAYLOAD" expression="get-property('PAYLOAD')"/>

</log>

3.3.4. Quy Dinh Vé Token / Header Xac
Thuc

Token dung dé€ goi backend phai dugc set tlr local-entries hoac config.properties — khéng
hardcode trong Sequence:

<!-- SAl: Hardcode token trong Sequence -->
<header name="Authorization" scope="transport"

value="Bearer eyJhbGciOiJlUzI1Ni]9.ey)zdWIiOiJhZG1pbi]9..."/>

<!-- PUNG: L&y token tur property/config -->

<property name="BACKEND_TOKEN"
expression="get-property(‘conf:backend.auth.token')"
scope="default"/>

<header name="Authorization" scope="transport"

expression="fn:concat('Bearer ', get-property('BACKEND_TOKEN"))"/>

3.4. Nguyén Ly Tach Biét Trach
Nhiém (Separation of Concerns)

Tuong duong nguyén ly SOLID ap dung trong hé théng WSO2:

3.4.1. S — MOi Artifact MOt Trach Nhiém

Moi artifact chi dugc thuc hién mot nhiém vu:



Artifact Chi dugc lam

apis/ Nhan HTTP request, set header auth, goi backend/Kafka,
trd response

sequences/*-inboundSequence.xml Diéu phoi lubng message tir Kafka dén backend
sequences/*-inboundErrorSequence.xml Ghi nhan 16i va publish vao error_topic
inbound-endpoints/ Két noi Kafka, subscribe topic

local-entries/ Luu thong tin két ndi va cau hinh dung chung

Sai — Error logic nam trong inbound sequence:

<!-- SAI: Inbound sequence tu xt ly 16i ky thuat -->
<sequence name="myFlow-inboundSequence">
<call>...</call>
<property name="ERROR_CODE" expression="get-property('‘ERROR_CODE")"/>
<kafkaTransport.publishMessages configKkey="KafkaConnection">
<topic>error_topic</topic>
</kafkaTransport.publishMessages>
<!-- Day la nhiém vu cla inboundErrorSequence -->

</sequence>

Pung — Error sequence riéng biét:
<inboundEndpoint

sequence="myFlow-inboundSequence"

onError="myFlow-inboundErrorSequence">

3.4.2. 0 — Md& Rong Khdong Sua Artifact Cu

Khi thém topic/lubng méi, tao artifact méi — khong stra sequence cla ludong khac:
<!-- Thém luong mdéi: tao file riéng -->
<!-- planning_topic-inboundSequence.xml -->

<!-- planning_topic-inboundErrorSequence.xml -->

<!-- planning_topic.xml (inbound endpoint) -->

3.4.3. L — Consumer Tuan Thu Contract
Sequence



Inbound Endpoint phai tré dung sequence va error sequence da khai bdo:

<!-- Sai: onError tré sai sequence -->
<inboundEndpoint name="Load_balance_example"
sequence="Load_balance_example-inboundSequence"

onError="someOtherSequence"/> <!-- khéng ton tai -->

<!--bang -->
<inboundEndpoint name="Load_balance_example"
sequence="Load_balance_example-inboundSequence"

onError="Load_balance_example-inboundErrorSequence"/>

/ LEVAN
3.4.4. | — Tach Rieng Local Entry Theo
V4 o
Chuc Nang
Khong nhét tat ca cau hinh vao mot local entry:
<!-- Sai: M6t local entry ch(a tat ca -->
<localEntry key="AllConfig">
<!-- Kafka config, backend URL, token, ... -->
</localEntry>
<!-- Bang: Tach riéng -->

<localEntry key="KafkaConnection">...</localEntry>

<localEntry key="BackendConfig">...</localEntry>

3.4.5. D — Phu Thuoc Config, Khéng
Hardcode

Sequence phu thudc vao local-entries va config.properties — khdng hardcode URL hay token:

<!-- Sai -->

<address uri="http://192.168.0.133:8080/api/v1l/plannings"/>



<!--bang -->

<address uri="{$ctx:backend.planning.url}"/>

3.5. Ludéng Xac Thuc Chuan Trong
Hé Thong

3.5.1. Ludng Chuan Tu Client Bén
Backend

Client
- [1] Lay token tir WSO2 IS (/oauth2/token)
- [2] Goi API qua WSO2 APIM véi Bearer token
- [3] APIM validate token véi WSO2 IS (introspect / JWT verify)
- [4] APIM route request vao WSO2 M|
- [5] MI set header Authorization khi goi backend
- [6] Backend (Spring Boot) validate JWT

3.5.2. Ludng Kafka Consumer Khong Di
Qua APIM

Kafka Topic (test topic_01)
- [1] MI Inbound Endpoint consume message
- [2] MI Inbound Sequence xU ly
- [3] Ml set header Authorization: Bearer <token>
- [4] MI goi Backend API
- [5] Backend validate JWT

- [6] K&t qua: published_topic hoac error_topic

Luéng Kafka consumer bypass APIM Gateway — token phai dugc quan ly thu céng
trong Ml (lay tu IS hoac dung service account token).



3.5.3. Khéng Bugc Phép

<!-- Sai: Goi backend khong cé Authorization header -->
<call>
<endpoint>
<address uri="http://192.168.0.133:8080/api/v1l/plannings"/>
</endpoint>

</call>

<!-- Sai: API tai APIM khong bat Security Scheme -->
<!-- Moi API publish 1&n APIM déu phai bat OAuth2 hoac API Key -->

3.5.4. Lubng Token Trong Kafka Consumer
(Chuan)

<!-- Budc 1: Lay token tUr config -->
<property name="BACKEND_TOKEN"
expression="get-property(‘conf:backend.auth.token')"

scope="default"/>

<!-- Budc 2: Set Authorization header -->
<header name="Authorization" scope="transport"
expression="fn:concat('Bearer ', get-property(‘'BACKEND_TOKEN"))"/>

<property name="Content-Type" value="application/json" scope="transport"/>

<!-- Buéc 3: Goi backend -->
<call>
<endpoint>
<address uri="{$ctx:backend.planning.url}">
<suspendOnFailure>
<initialDuration>1000</initialDuration>
<progressionFactor>2.0</progressionFactor>
<maximumDuration>60000</maximumDuration>
</suspendOnFailure>
</address>

</endpoint>



</call>

3.6. Cau Hinh Xac Thuc WSO2
APIM & IS

3.6.1. WS02 IS — Key Manager

WSO2 IS déng vai tro Key Manager cho APIM:

Chuc nang Endpoint WSO2 IS
Lay Access Token POST /oauth2/token
Introspect Token POST /oauth2/introspect
Lay Public Key (JWKS) GET /oauth2/jwks
Revoke Token POST /oauth2/revoke

Lay token tu IS (client_credentials):
POST https://<IS_HOST>:9443/oauth2/token
Content-Type: application/x-www-form-urlencoded

Authorization: Basic <base64(clientld:clientSecret)>

grant_type=client_credentials&scope=<scope>

3.6.2. WSO2 APIM — API Gateway Security

Moi API publish 1&n APIM phai cdu hinh:

Thudc tinh Gia tri chuan
Security Type OAuth2 hoac API Key
Token Validation IS Introspection / JWT verify
Throttling Theo chinh sach du an

CORS Céau hinh theo méi trudng



3.6.3. JWT Claims Chuan Cua Hé Théng

Token JWT cap béi WSO2 IS phai chira:

"sub": "admin",

"role": "ADMIN",

"iat": 1771917707,

"exp": 1772004107,

"iss": "https://<IS_HOST>:9443/oauth2/token",
"aud": "...client_id...",

"SCOpe". n n

3.7. Cach Thuc Hién / Quy Trinh

Quy Trinh Thém X&c Thuc Cho Ludéng Méi

Budc 1: Dang ky OAuth2 Application trong WSO2 IS

e Tao Service Provider
e LAy clientld va clientSecret

Budc 2: Cau hinh token trong

backend.auth.token=<access_token_tu I1S>

backend.planning.url=http://192.168.0.133:8080/api/v1l/plannings

Budc 3: Trong Sequence, doc token tu config

<property name="BACKEND_TOKEN"
expression="get-property(‘conf:backend.auth.token')"/>
<header name="Authorization" scope="transport"

expression="fn:concat('Bearer ', get-property('BACKEND_TOKEN"))"/>

Budc 4: Publish API Ién APIM véi OAuth2 Security

e Import OpenAPI spec tlr resources/api-definitions/
e Enable Security: OAuth?2



e Set Key Manager: WS0O2 IS

Budc 5: Test ludng xac thuc end-to-end

e L3y token tur IS

e Goi APl qua APIM véi Bearer token

e Verify log trong MI: STATUS , HTTP_STATUS , PAYLOAD
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3.8. Vi Du Minh Hoa

Vi Du Sai — Sequence Khong Co6

Authorization Header

<sequence name="myFlow-inboundSequence">

<call>

<endpoint>

<address uri="http://192.168.0.133:8080/api/v1l/plannings"/>

</endpoint>

</call>
<respond/>

</sequence>
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Sai vi:

Khdng set Authorization: Bearer header
Khong log request/response

Backend sé reject v6i 401 Unauthorized
Khong xtr ly HTTP status response

Vi Du Sai — Hardcode Token Trong
Sequence

<header name="Authorization" scope="transport"

value="Bearer ey]hbGciOiJlUzI1Ni]9.ey)zdWIiOiJhZG1pbi]9..."/>
Sai vi:

» Token hardcode sé hét han, phai sta code mdi lan
e LO thdng tin xac thuc trong source code
e Khong thé thay déi theo méi truong (dev / staging / prod)

Vi Du Bung — Sequence Xac Thuc Va Goi
Backend Chuan

<sequence name="Load_balance_example-inboundSequence">

<!-- 1. Luu payload géc -->

<property name="PAYLOAD" expression="json-eval($)" scope="default"/>

<log level="custom">
<property name="STATUS" value="[KafkaConsumer] Message nhan dugc tur Kafka"/>
<property name="TOPIC" value="test topic_01"/>
<property name="PAYLOAD" expression="get-property(‘PAYLOAD")"/>

</log>

<!-- 2. Set Authorization header tir config -->

<property name="BACKEND_TOKEN"
expression="get-property(‘'conf:backend.auth.token')" scope="default"/>

<header name="Authorization" scope="transport"
expression="fn:concat('Bearer ', get-property('BACKEND_TOKEN"))"/>

<property name="Content-Type" value="application/json" scope="transport"/>



<!-- 3. Goi backend -->
<call>
<endpoint>
<address uri="{$ctx:backend.planning.url}">
<suspendOnFailure>
<initialDuration>1000</initialDuration>
<progressionFactor>2.0</progressionFactor>
<maximumDuration>60000</maximumDuration>
</suspendOnFailure>
</address>
</endpoint>

</call>

<!-- 4, Kiém tra phan hoi -->
<property name="HTTP_STATUS" expression="$axis2:HTTP_SC" scope="default"/>
<property name="API_RESPONSE" expression="json-eval($)" scope="default"/>
<log level="custom">
<property name="STATUS" value="[KafkaConsumer] Phan héi Backend"/>
<property name="HTTP_STATUS" expression="get-property(‘HTTP_STATUS')"/>

</log>

<!-- 5. Phan loai két qua -->
<filter xpath="get-property('"HTTP_STATUS') = '200' or get-property(‘HTTP_STATUS') = '201""'>
<then>
<kafkaTransport.publishMessages configKey="KafkaConnection">
<topic>processed_topic</topic>
</kafkaTransport.publishMessages>
</then>
<else>
<kafkaTransport.publishMessages configKkey="KafkaConnection">
<topic>error_topic</topic>
</kafkaTransport.publishMessages>
</else>

</filter>

</sequence>



[Cho nay thém anh: WSO2 Ml log viewer — hi€n thi STATUS,
HTTP_STATUS sau khi goi backend thanh congl

Vi Du Bung — API APIM Véi OAuth?2
Security

# resources/api-definitions/KafkaProducerApi.yaml
openapi: 3.0.0
info:
title: Kafka Producer API
version: 1.0.0
paths:
/kafka-producer
post:
summary: Publish message 1én Kafka
security:
- OAuth2: [] # Bat budc xac thuc OAuth2 tai APIM
requestBody:
required: true
content:
application/json:
schema:
type: object
responses:
'200":
description: Thanh cong
components:
securitySchemes:
OAuth2:
type: oauth2
flows
clientCredentials:
tokenUrl: https://<IS_HOST>:9443/oauth2/token

scopes: {}



3.9. Checklist Ap Dung

Truéc khi commit hoac tao PR:

Naming

[ 1 API artifact: <Name>Api.xml
[] Inbound Sequence: <flow>-inboundSequence.xml
[1 Error Sequence: <flow>-inboundErrorSequence.xml

[ 1 Connection Entry: <Name>Connection.xml

Token & Xac Thuc

[1 Khoéng hardcode Bearer token trong Sequence

[] Token lay tir

config.properties hoac local-entries

[] Moi loi goi backend déu cé Authorization: Bearer header
[ API publish I&n APIM d& bat OAuth2 Security

[] Key Manager tré dang vé WSO02 IS

Logging

[l Sequence log STATUS, PAYLOAD khi nhén request
[l Sequence log HTTP_STATUS, API_ RESPONSE sau khi goi backend

[ Error Sequence log ERROR_CODE , ERROR_MESSAGE , ORIGINAL PAYLOAD

Separation of Concerns

1 API Layer khéng chira logic diéu phoi phtrc tap
] Error handling nam trong Error Sequence riéng
[] Két n6i Kafka trong local-entries , khong khai bao lai trong Sequence

[l URL backend lay tir config, khong hardcode

Architecture

[] Inbound Endpoint tréd dling sequence va onError

[] Lubng thanh cong publish vao processed_topic



[ Lu6ng 16i publish vao error topic

[1 Khoéng c6 lubng nao boé qua xac thuc véi backend

3.10. Cau Truc Chuan Cua Mot
Sequence XU Ly Nghiép Vu

3.10.1. Muc Tiéu

Quy dinh cau trdc théng nhat cia mot inboundSequence nham:

e Dé doc va dé review

e Tach ré: nhan dir liéu -» xac thuc - goi backend - phan loai két qua
e Tranh thiéu log hoac thiéu xt&t ly HTTP status

e Chudn hda céach publish két qua vao Kafka topic

3.10.2. Cau Truc Bat Bubc

MOt inboundSequence phdi theo thi tu:

. Luu payload g6c vao property

. Log théng tin message nhan dugc

. Set Authorization header (Bearer token)
. Goi backend API (<call>)

. Luu HTTP status va response

. Log phan héi backend

N o o bW N

. Phan loai theo HTTP status (filter)
- 2xx = publish vao processed_topic
- 4xx - déng goi 16i dir liéu - publish vao error_topic

- 5xx = déng géi 16i backend - publish vao error_topic

3.10.3. Quy Dinh Chi Tiét Tung Budc

1. Luu payload:



<property name="PAYLOAD" expression="json-eval($)" scope="default"/>

2. Log input:

<log level="custom">
<property name="STATUS" value="[KafkaConsumer] Message nhan dugc tu Kafka"/>
<property name="PAYLOAD" expression="get-property('PAYLOAD')"/>

</log>

3. Set header xac thuc (tur config, khong hardcode):

<property name="BACKEND_TOKEN"
expression="get-property('conf:backend.auth.token')"/>
<header name="Authorization" scope="transport"

expression="fn:concat('Bearer ', get-property('BACKEND_TOKEN"))"/>

4. Goi backend:

<call>
<endpoint>
<address uri="{$ctx:backend.planning.url}">
<suspendOnFailure>
<initialDuration>1000</initialDuration>
<progressionFactor>2.0</progressionFactor>
<maximumDuration>60000</maximumDuration>
</suspendOnFailure>
</address>
</endpoint>

</call>

5-6. Luu va log phan hoi:

<property name="HTTP_STATUS" expression="$axis2:HTTP_SC" scope="default"/>

<property name="API_RESPONSE" expression="json-eval($)" scope="default"/>



<log level="custom">
<property name="HTTP_STATUS" expression="get-property('"HTTP_STATUS')"/>
<property name="RESPONSE_BODY" expression="get-property('API_RESPONSE')"/>

</log>

7. Phan loai két qua:

<filter xpath="get-property('"HTTP_STATUS') = '200' or get-property('"HTTP_STATUS') = '201'">
<then>
<!-- publish processed topic -->
</then>
<else>
<filter xpath="get-property('"HTTP_STATUS') >= '400' and get-property('"HTTP_STATUS') &lt; '500'"">
<then>
<!-- 4xx: 16i d{r liéu - error_topic -->
</then>
<else>
<!-- 5xx: 16i backend - error_topic -->
</else>
</filter>
</else>

</filter>

3.10.4. Vi Du Sequence Sai

Sai vi: Khong cé Bearer token, khong log, khéng phan loai HTTP status, khong publish két qua.

3.10.5. Checklist Review Sequence

Khi review mot inboundSequence :

[] Cé luu PAYLOAD vao property trugc khi xur ly
[] Cé log théng tin nhan message
[1 CO set Authorization: Bearer header (tir config, khong hardcode)

[1 Cé log HTTP status sau khi goi backend



C6 phan loai HTTP status: 2xx / 4xx / 5xx
2XX — processed_topic

4xx va 5xx = error_topic

0 I I I O

Khéng xt ly 16i ky thuat trong sequence nay (dé€ cho Error Sequence)

Tai liéu nay thuéc pham vi quan ly cia Core Team — moi thay déi phai dugc Core Team phé
duyét.
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