2. APl Design & Response
Standard

2.1. Muc Tiéu Chuong

Chuang nay quy dinh cau tric chudn ctia moi integration flow va trach nhiém cua ting artifact
layer nham:

e Tach biét rdé rang cac tang xu ly trong luong tich hop
e Giam phu thubc gilta cac thanh phan artifact

e D& bdo tri, ma roéng va kiém thir ting layer doc lap
e DAm bao tinh nhat quén gilta cac flow trong toan hé thong

2.2. Khai Niém / Pham Vi Ap Dung

Quy tac nay &p dung cho:
e Tat ca céac integration flow trong thu muc artifacts/**

e C4 Core Team va Partner Team
e Tat cd céc ludng tich hgp méi dugc phat trién

Cau Truc Artifact Chuan

Méi integration flow gém céc thanh phan sau:

artifacts/
apis/ + REST API layer (diém vao tir client)

sequences/
<flow>-inboundSequence .xml + Mediation layer (xi 1y logic)
<flow>-inboundErrorSequence.xml +« Error handling layer
inbound-endpoints/ « Consumer layer (nh@n message tir Katka)
local-entries/ « Connection & config layer (dung chung)

endpoints/ + Backend endpoint layer
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Y Nghia Tung Artifact Layer

Layer Artifact

API Layer apis/*.xml

Mediation Layer sequences/*-
inboundSequence.xml

Error Layer sequences/*-
inboundErrorSequence.xml

Consumer Layer inbound-endpoints/*.xml
Connection Layer local-entries/*.xml
Endpoint Layer endpoints/*.xml

Vai tro

Nhan request tu client va
trd response

XU ly logic, diéu phéi luong

XU ly va co lap 16i

Nhan message tu Kafka
topic

Cau hinh két néi dung
chung

Pinh nghia backend
endpoint

2.3. Quy Dinh Chinh

Trach Nhiém Tung Layer

API Layer (apis/)

Tra response chuan vé client
Khong chira logic nghiép vu phuc tap

Nhan request HTTP tu client (hoac tr WSO2 APIM Gateway)
Goi backend truc ti€p hoac publish message |én Kafka

Vi du

KafkaProducerApi.xml,

PlanningDirectApi.xml

Load _balance_example-
inboundSequence.xml

Load_balance_example-
inboundErrorSequence.xml

Load_balance_example.xml

KafkaConnection.xml

Backend APl address

Mediation Layer ( sequences/*-inboundSequence.xml )

e X ly message nhan ti&r Kafka consumer
Diéu phai 10i goi dén backend API

Phéan loai két qua theo HTTP status code (2xx / 4xx / 5xx)
Publish két qua vao processed_topic hodc error_topic
Khéng x{ ly 16i ky thuat (danh cho Error Layer)

Error Layer ( sequences/*-inboundErrorSequence.xml )



Bat 16i ky thuat khi consume message tur Kafka

Log day du théng tin: ERROR_CODE , ERROR_MESSAGE , ORIGINAL PAYLOAD
Ddng goi va publish message 16i vao error_topic

Khoéng retry — chi ghi nhan va chuyén sang error topic

Consumer Layer (inbound-endpoints/)

e K&t n6i dén Kafka broker va subscribe topic
e Khai bdo sequence (ludng thanh céng) va onError (ludng 16i)
e Khong chia logic xu ly

Connection Layer (local-entries/)

e Luu thong tin két néi Kafka dung chung toan hé thong
e Chi Core Team dugc phép chinh stra

Quy Tac Bat Bubc

API Layer khong duogc chira logic nghiép vu phuc tap
Moi response tra vé client phai theo cau tric JSON chuan
Error sequence phai luén publish message vao error_topic

Mediation sequence phai phan loai HTTP status (2xx / 4xx / 5xx)

Cau Truc Response Chuén

Thanh cong:

{

"success": true,

"message": "HO so da dugc gli thanh céng"
}

Thanh cong kem data:



{
"eventType": "transaction",
"source": "<sequence-name>",
"data": { ... }

}

Loi tu API Layer:

{

"success": false,
"httpStatus": "400",
"error": { ... }

}

Loi ky thuat (Error Sequence ghi vao error_topic ):

"errorSource": "Load_balance_example-inboundEndpoint",
"sourceTopic": "test topic_01",

"errorType": "KAFKA_CONSUME_ERROR",

"errorCode": "...",

"errorMessage": "...",

"originalPayload": { ... },

"timestamp": "..."

2.4. Cach Thuc Hién / Quy Trinh

Quy Trinh Phat Trién Mot Integration Flow
MGi

Budc 1: Khai bao Connection (néu chua cé)



Tao hoac tai st dung local-entries/KafkaConnection.xml .

Chi Core Team thuc hién budc nay.

Budc 2: Tao Inbound Endpoint
Tao file inbound-endpoints/<flow-name>.xml :

e Khai bao Kafka broker, topic, group ID
e Tro sequence dén inbound sequence
e Trd onError dén error sequence

Budc 3: Tao Error Sequence

Tao file sequences/<flow-name>-inboundErrorSequence.xml :
e Log day dU ERROR_CODE , ERROR_MESSAGE , ORIGINAL PAYLOAD
e Build payload 16i chuan
e Publish vao error_topic

Budc 4: Tao Inbound Sequence

Tao file sequences/<flow-name>-inboundSequence.xml :

Log message nhan dugc

Set header xac thuc

Goi backend API ( <call> )

e Phan loai theo HTTP status:

o 200/201 - publish vao processed_topic

o 4xx - dong goi 16i dir liéu - publish vao error_topic

o 5xx — dong goi 16i backend — publish vao error_topic

Budc 5: Tao API (néu can diém vao HTTP)
Tao file apis/<flow-name>Api.xml :

e Khai bao context path va method
e Set header, goi backend hoac publish Kafka
e Trd response chuan theo HTTP status
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2.5. Vi Du Minh Hoa

Vi Du Bung — Inbound Sequence phan
loal HTTP Status

<!-- Thanh céng: publish vao processed_topic -->

<filter xpath="get-property('"HTTP_STATUS') = '200' or get-property('"HTTP_STATUS') = '201'">

<then>

<log level="custom">

<property name="STATUS" value="[KafkaConsumer][SUCCESS] Backend xU ly thanh cong"/>

</log>

<payloadFactory media-type="json" template-type="default">

<format>{

"eventType": "transaction",
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"source": "Load_balance_example-inboundSequence",
"data": ${payload}
}</format>
</payloadFactory>
<kafkaTransport.publishMessages configKey="KafkaConnection">
<topic>processed_topic</topic>
</kafkaTransport.publishMessages>
</then>
<else>
<!-- L6i: publish vao error_topic -->
<kafkaTransport.publishMessages configKkey="KafkaConnection">
<topic>error_topic</topic>
</kafkaTransport.publishMessages>
</else>

</filter>
Pung vi:

Phéan loai ré 2xx (thanh cong) va 16i

Két qua thanh cong di vao processed_topic

L6i dugc tach riéng vao error topic

Sequence khéng xtr ly 16i ky thuat (d€ cho Error Sequence)

Vi Du Bung — Error Sequence déng goi
chuan

<sequence name="Load _balance_example-inboundErrorSequence">
<!-- Budc 1: Luu thoéng tin 16i -->

<property name="ERROR_CODE" expression="get-property('ERROR_CODE")" scope="default"/>

On

<property name="ERROR_MESSAGE" expression="get-property('‘ERROR_MESSAGE')" scope="default"/>

<property name="ORIGINAL_PAYLOAD" expression="json-eval($)" scope="default"/>

<!-- Budc 2: Log chi tiét -->

<log level="custom">
<property name="STATUS" value="[KafkaConsumer][ERROR] L6i khi xtt ly message"/>
<property name="ERROR_CODE" expression="get-property('ERROR_CODE")"/>
<property name="ERROR_MESSAGE" expression="get-property('ERROR_MESSAGE')"/>

</log>



<!-- Budc 3: Béng géi payload 16i -->
<payloadFactory media-type="json">
<format>{
"errorSource": "Load_balance_example-inboundEndpoint",
"sourceTopic": "test topic_01",
"errorType": "KAFKA_CONSUME_ERROR",
"errorCode": "$1",
"errorMessage":"$2",
"originalPayload": $3
}</format>

</payloadFactory>

<!-- Buéc 4: Publish vao error_topic -->

<kafkaTransport.publishMessages configkey="KafkaConnection">
<topic>error_topic</topic>

</kafkaTransport.publishMessages>

</sequence>

Vi Du Sai — Khéng phan loai HTTP Status

<!-- SAl: Khong kiém tra status, tra vé luon -->
<call>

<endpoint>
<address uri="http://192.168.0.133:8080/api/v1/plannings"/>
</endpoint>
</call>

<respond/>
Sai vi:
e Khong kiém tra HTTP status code tir backend

e LOi 4xx / 5xx khdng dugc phan loai, khdng vao error_topic
e Khong log trang thai xt ly

Vi Du Sai — API tra vé raw data khong
theo chuan



<!-- SAl: Khéng wrap response theo chuén -->
<payloadFactory media-type="json">

<format>{"data": "ok"} </format>
</payloadFactory>

<respond/>
Sai vi:

e Response khéng nhat quén vGi chuan success / error toan hé théng

2.6. Checklist Ap Dung

Trudc khi commit integration flow mai:

C6 du: inbound-endpoint , inboundSequence , inboundErrorSequence

Inbound Sequence cé phan loai HTTP status (2xx / 4xx / 5xx)

Thanh cong publish vao processed_topic

L6i publish vao error_topic

Error Sequence log day dd: ERROR_CODE , ERROR MESSAGE , ORIGINAL_PAYLOAD
Error Sequence déng géi payload 16i theo cau trdc chuédn

API Layer tra response theo cau trdc JSON chuan ( success , error )

Khong hardcode thong tin két ndi trong Sequence (dung local-entries )
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