V4

NOi dung chi tiét

1. T6ng quan kién truc hé théng

1.1. Muc tiéu kién truc

Kién trac backend dugc thiét ké nham:

e DAm bao kha nang mé rong va bao tri lau dai

e Tach biét rd trach nhiém gilra cac layer

Chuén héa cach té chic code gilra cac module

H6 trg phat trién song song nhiéu developer

Dé dang tich hgp cac hé théng ngoai (SSO, Cache, MQ...)

Tat ca cac service backend phai tuan tha kién trdc chuan dugc dinh nghia trong tai liéu nay.

1.2. M6 hinh kién truc

Hé thong backend s dung mé hinh:
Modular Monolith - Layered Architecture
Pac diém:

Mot service Spring Boot deploy doc lap
Bén trong chia module theo domain

M6i module cé day du layer Controller - Service —» Repository
C6 thé tach thanh microservice khi can

So d6 téng thé:
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1.3. Quy tac phan Iép (Layered
Architecture)

M6i module phai tudn thu cau tric phan I6p sau:

controller
service
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repository
entity

dto
mapper
exception

1.3.1. Controller Layer (API Layer)

Chirc nang:

e Nhan request HTTP
e Validate input DTO
e Goi service xu ly

e Trd response chuan

Quy dinh:

Khoéng chlra business logic
Khong truy cap DB truc tiép
Khong xu ly transaction
Khéng map entity

Vi du:

@RestController
@RequestMapping("/api/users")
public class UserController {

private final UserService userService;

@PostMapping
public ApiResponse<UserResponse> create(@Valid @RequestBody UserRequest req) {
return ApiResponse.success(userService.create(req));

}
}

1.3.2. Service Layer (Business Layer)

Chuc nang:

e Chura toan b6 business logic
Diéu phéi repository

XU ly transaction

Mapping entity & DTO

Quy dinh:



Khoéng nhan HttpServletRequest
Khong tra Entity ra ngoai

Phai qua DTO/Response
Transaction dat tai Service

Vi du:

@Service
public class UserService {

@Transactional

public UserResponse create(UserRequest req) {
User entity = mapper.toEntity(req);
repository.save(entity);
return mapper.toResponse(entity);

}
}

1.3.3. Repository Layer (Persistence Layer)
Churc nang:
e Truy cap DB
e Query ditliéu
e Mapping ORM
Quy dinh:
e Khéng chira business logic
e Khdng goi service
e Chi thao tac entity
Vi du:

public interface UserRepository extends JpaRepository<User, Long> {

}

1.3.4. Entity Layer

Chirc nang:

e Mapping bang DB
e Quan hé ORM

Quy dinh:



e Khéng chta logic nghiép vu
e Khong tra truc ti€p ra API
e Khong dung cho request/response

1.3.5. DTO Layer

Gom:

e Request DTO
e Response DTO

Chtrc nang:

e Trao doi dir liéu vdéi client
e Tach biét entity va API

Quy dinh:

e Controller chi nhan/trd DTO
e Khong expose entity

1.3.6. Mapper Layer

Chulrc nang:
e Chuyén doi DTO & Entity
Cé thé dung:

e MapStruct
e Manual mapping

Quy dinh:

e Khong dat trong controller
e Khong dat trong repository

1.4. Quy tac phu thudc (Dependency
Direction)

Dependency chi dugc phép di theo moét chiéu:



Controller —» Service - Repository - DB

Khéng duoc phép:

Repository goi Service

Service goi Controller

Controller goi Repository truc ti€p
DTO goi Repository

Nguyén tac:

Layer trén duoc goi layer dudi
Layer dudi khong dugc goi layer trén

1.5. T6 chirc module theo domain

Project dugc té chic theo domain thay vi technical layer toan cuc.

Cau truc chuan:

com.company.project
F— common

— config

— exception

— util

user
— controller
— service
— repository
— entity

— dto

F— mapper

e

— document
— controller
— service
— repository
— entity

— dto

F— mapper

1.6. Tich hgp hé théng ngoai



Backend c6 thé tich hgp cac thanh phan sau:

SSO / Identity Server
Cache (Redis)
Message Queue

File Storage

External API

Quy tac tich hop:

e Goi qua Service
e Khoéng goi truc tiép tir Controller
e Tach client class riéng

Vi du:

integration

— sso

| }— SsoClient

|
— redis

| | RedisService

— external
| — ExternalApiClient

1.7. Nguyén tac kién tric bat budc

Tat ca backend service phai tuan thu:

Khéng expose entity ra API

Khong viét business logic trong controller
Khéng truy cap DB ngoai repository
Khéng phu thudc ngugc layer
Transaction dat tai service

Mapping qua DTO

Vi pham kién trdc dugc xem la 16i nghiém trong trong review code.

1.8. Kha nang mad rong Microservice

Kién trdc hién tai cho phép tach module thanh microservice khi can:



Vi du:

user module - user-service
document module » document-service
auth module - auth-service

1.9. X& ly ngoai |é toan cuc (Exception
Handling Strategy)

1.9.1. Muc tiéu

Chudn hda co ché xur ly 16i toan hé théng nham:

o Dam bao response 16i thdng nhat gilta cac API

e An théng tin ndi bd hé théng

e D& dang log va truy vét I6i

e HO tro frontend xur ly 16i chinh xac

e Trénh tra 16i khdong kiém soat (stacktrace, SQL...)

Tat cd APl backend phai sir dung co ché xt ly ngoai |é toan cuc.

1.9.2. Global Exception Handler

Hé thong s dung Global Exception Handler thong qua @ControllerAdvice .
Churc nang:

Bat tat ca exception phat sinh tir Controller / Service
Mapping exception -» HTTP status

Tra response 16i chuan

Ghi log 16i hé théng

Quy dinh:

Khéng xt ly 16i tryuc ti€p trong Controller
Khoéng tra stacktrace ra client

Khong trd message DB/SQL

Khéng throw Exception chung chung

Vi du:



@RestControllerAdvice
public class GlobalExceptionHandler {

@ExceptionHandler(ResourceNotFoundException.class)
public ResponseEntity<ApiError> handleNotFound(ResourceNotFoundException ex) {
return build(HttpStatus.NOT_FOUND, ex.getCode(), ex.getMessage());

@ExceptionHandler(AccessDeniedException.class)
public ResponseEntity<ApiError> handleForbidden(AccessDeniedException ex) {
return build(HttpStatus.FORBIDDEN, "ACCESS_DENIED", "Access denied");

@ExceptionHandler(MethodArgumentNotValidException.class)
public ResponseEntity<ApiError> handleValidation(MethodArgumentNotValidException ex) {
return build(HttpStatus.BAD_REQUEST, "VALIDATION_ERROR", "Invalid request");

@ExceptionHandler(Exception.class)
public ResponseEntity<ApiError> handleSystem(Exception ex) {
return build(HttpStatus.INTERNAL_SERVER_ERROR, "SYSTEM_ERROR", "Internal server error");

private ResponseEntity<ApiError> build(HttpStatus status, String code, String message) {
ApiError error = ApiError.of(code, message);
return ResponseEntity.status(status).body(error);

1.9.3. Mapping Exception -» HTTP Status

Chuan mapping bat bubc:

Exception HTTP Status
ValidationException 400 Bad Request
MethodArgumentNotValid 400 Bad Request
lllegalArgumentException 400 Bad Request
AccessDeniedException 403 Forbidden
AuthenticationException 401 Unauthorized
ResourceNotFoundException 404 Not Found
BusinessException 422 Unprocessable
SystemException 500 Internal Server Error

Exception (default) 500 Internal Server Error



Khoéng dugc tra:

e 200 vdi 16i business
e 500 vdi 16i validation
e 500 vdi not found

1.9.4. Chuan format response |0i

Tat ca API khi 16i phai trd format théng nhat:

"timestamp": "2026-02-23T710:15:30Z",
"code": "USER_NOT_FOUND",
"message": "User not found",

"traceld": "abcl23"

}
Y nghia:
Field M6 ta
timestamp Thoi diém 16i
code Ma 16i hé théng
message Théng béo 16i
traceld ID truy vét log
Quy dinh:

code phai 6n dinh, dung cho frontend
message c6 thé hién thi user

Khong tra stacktrace

Khong trd SQL/exception message ndi bo

1.9.5. Quy tac dinh nghia Exception

Méi loai 16i phai cé class riéng:

exception
— ResourceNotFoundException
— ValidationException
— BusinessException
— SystemException

Vi du:



public class ResourceNotFoundException extends RuntimeException {
private final String code;

public ResourceNotFoundException(String code, String message) {
super(message);
this.code = code;

public String getCode() {
return code;

1.9.6. Quy tac s&r dung Exception

Service layer phai throw exception domain:

public User getUser(Long id) {
return repository.findByld(id)
.orElseThrow(() -> new ResourceNotFoundException(
"USER_NOT_FOUND",
"User not found"
));
b

Khéng duoc:

throw new Exception()

throw RuntimeException chung chung
trad null thay vi 16i

trd Optional ra controller

1.9.7. Traceld va logging

Méi request phai c6 traceld dé truy vét 16i:

e Sinh tai filter/interceptor
e Ghi vao MDC log
e Tra vé response I6i

Vi du:

public class ApiError {

private String timestamp;



private String code;
private String message;
private String traceld;

public static ApiError of(String code, String message) {
ApiError e = new ApiError();
e.timestamp = Instant.now().toString();
e.code = code;
e.message = message;
e.traceld = MDC.get("traceld");
return e;

1.9.8. Nguyén tac bat budc

Tat cad backend service phai tuan thu:

Moi 16i phai qua GlobalExceptionHandler
Khong trad exception raw ra client

Khéng x ly 16i trong controller
Exception phai c6 code

Response 16i phai ding format chuédn
Mapping dung HTTP status

Vi pham quy tac xt ly 16i dugc xem la 16i nghiém trong trong code review
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