Luong x& ly APl Backend (API
Processing Flow)

1.1. Muc tiéu chuong.

M6 ta lubng xUr ly chudn ciia mot API backend tir khi nhan request dén khi deploy production nham:
Théng nhat cach xay dung API gilta cac team

Dam bdo tuan tha day du cac quy dinh kién tric

Dé trace 16i va audit

Lién két cadc chudn da quy dinh & cac chuong trudc

1.2. Pham vi ap dung:
Ap dung cho:

Tat cd REST API trong modules/**

Core Team va Partner Team

Tat cd service Spring Boot

1.3. Téng quan luong xu ly API

Luong chuan:
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1.4. C4c budc xur ly chi tiét

Budc 1. Client goi API

Vi du:


https://docs.lifetex.vn/uploads/images/gallery/2026-02/Tbximage.png

POST /api/v1l/users
Payload:

{

"username": "test",
"password": "123456"

}
Quy dinh lién quan:

(1] Chuong 7 — API Design & Response Standard

Budc 2. Security / Authentication

Hé thong kiém tra:
JWT / SSO token
Permission

Role

Néu fail:

401 Unauthorized
403 Forbidden
Quy dinh lién quan:

[T Chuong 8 — Co ché xac thuc & SSO (WS02)

Budc 3. Controller nhan request

@PostMapping
public ApiResponse<UserResponse> create(
@Valid @RequestBody UserCreateRequest request) {
return ApiResponse.ok(userService.create(request));

}
Quy dinh:

Name Controller
Khéng chlra business logic

[ Chuong 3 — Coding Convention
(1] Chuong 7 — API Design

Budc 4. DTO Validation



DTO:
public class UserCreateRequest {

@NotBlank
@Size(max = 100)
private String username;

@NotBlank
private String password;

}

Spring tu validate truéc khi vao service.
Néu 16i:

400 Bad Request
Response chuan:

{
"code": "VALIDATION_ERROR",

"message": "username is required"

}
Quy dinh:

1] Chuong 3 — Coding Convention (Validation)
(11 Chuong 7 — Response Standard

Budc 5. Service xt ly logic

public UserResponse create(UserCreateRequest req) {
log.info("Create user {}", req.getUsername());

UserEntity e = mapper.toEntity(req);
repo.save(e);

return mapper.toResponse(e);

}

Cau tric chuédn 1 ham service:



Service Logic Flow

O Validate Business

Repository

Mapping

Quy dinh:

[0 Chuong 3 — Coding Convention
1] Chuong 4 — Entity & Database

Budc 6. Repiository & Database

userRepository.save(entity);
Néu thay déi schema:

update entity


https://docs.lifetex.vn/uploads/images/gallery/2026-02/qalimage.png

migration script
Quy dinh:

[[1 Chuong 4 — Thay déi Entity & DB
(1] Chuong 5 — Schema & Migration

Budc 7. Mapping Response

return UserResponse.builder()
.id(e.getld())
.username(e.getUsername())
build();

Response chuén:

{
"code": "SUCCESS",
"data": {
"id": 1,
"username": "test"
}
}
Quy dinh:

[0 Chuong 7 — Response Standard

Budc 8. Logging & Audit

Trong service:

log.info("User created id={}", e.getld());
NEéu nghiép vu quan trong:

ghi audit_log

Quy dinh:

[0 Chuong 3 — Logging
[0 Chuong 6 — Audit Log

Budc 9. Exception Handling



Vi du:

if (exists) {
throw new BusinessException("USER_EXISTS");

}
Global handler:

@ExceptionHandler(BusinessException.class)
Response:

{
"code": "USER_EXISTS",

"message": "User already exists"

}
Quy dinh:

(1] Chuong 7 — Response & Error

1.5. Lubng phéat trién & release API

Sau khi code xong:

Dev -» Commit = PR = Review - Merge — Cl Build -» Deploy

Budc 10. Commit & PR

Quy dinh:

(1] Chuong 9 — Git Workflow & Pull Request

Budc 11. Checklist truéc merge

Quy dinh:

[0 Chuong 10 — Checklist merge



Budc 12. Deploy & Update DB

Néu cé migration:
chay script
deploy service
Quy dinh:

[0 Chuong 5 — Migration
[0 Chuong 12 — Connect DB

1.6. So do téng thé API lifecycle

https://docs.lifetex.vn/link/333#bkmrk-request-%E2%86%93-auth-%28ch8%29
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Auth (Ch8)
l

Controller (Ch3,7)
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Service Logic (Ch3)
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Entity/DB (Ch4,5)
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Mapping (Ch7)
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Logging/Audit (Ch3,6)
l

Response (Ch7)
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Git/PR (Ch9,10)
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Deploy (Ch5,12)



1.7. Transaction trong xu ly API

1.7.1. Nguyén tac transaction

Moi thao tac thay déi dit liéu nghiép vu trong API phai dugc thuc hién trong transaction nham dam
bao:

e Tinh toan ven d{r liéu

e Tinh nhat quan hé thong

e Kha nang rollback khi 16i

e DOng bd dir liéu va audit log

Transaction phdi dugc dat tai Service layer.

1.7.2. Quy dinh transaction

Transaction:

dat tai Service

bao phud toan bd nghiép vu
bao gom repository va audit
rollback khi exception

Khéng dugc dat transaction tai:

e Controller
e Repository
e Mapper

1.7.3. Vi du transaction chuén

@Transactional
public UserResponse create(UserCreateRequest req) {

if (repo.existsByUsername(req.getUsername())) {
throw new BusinessException("USER_EXISTS");
}

UserEntity e = mapper.toEntity(req);
repo.save(e);

auditService.logCreate("USER", e.getld());

return mapper.toResponse(e);



1.7.4. Quy tac rollback

Transaction phai rollback khi:

e BusinessException

e RuntimeException

e Database error

e Validation fail trong service

Khoéng dugc:

e ghi audit trudc khi save dir liéu
e commit ting phan nghiép vu
e XUt ly 16i nhung van commit

1.8. Security Context trong Service

1.8.1. Khai niém

Security Context la thong tin ngudi dung hién tai sau khi xac thuc (JWT / SSO).
Thoéng tin thudng cé:

userld
username
role
permission
tenant
organization

1.8.2. SU dung trong Service

Service dugc phép truy cap Security Context dé:

xac dinh user thao tac
ki€ém tra permission
ghi audit

filter dt liéu theo user

Vi du:



Long userld = SecurityUtils.getCurrentUserld();
String username = SecurityUtils.getCurrentUsername();

1.8.3. Quy dinh si&r dung

Khéng dugc:

e tin userld tu request
e truyén userld tur Controller néu da cé context
e bypass permission check

Permission check phai tai Service layer.

1.8.4. Vi du kiém tra quyén

public void updateUser(Long id, UserUpdateRequest req) {
Long currentUser = SecurityUtils.getCurrentUserld();
if ('permissionService.canUpdateUser(currentUser, id)) {

throw new AccessDeniedException("NO_PERMISSION");
}

1.9. Xt ly API danh sach (List API)

1.9.1. Nguyén tac List API

API trd danh sach phai ho tro:

e pagination
e sorting
o filter

Muc tiéu:
e tranh tra di liéu I16n

e ddm bdo hiéu nang DB
e ho trg Ul paging



1.9.2. Chuan request List API

Vi du:

GET /api/v1l/users?page=0&size=20&sort=createdAt,desc

Tham s6 chuén:

page (bat dau tur 0)
size
e sort
filter

1.9.3. Chuan response List API

{
"code": "SUCCESS",

"data": {
"content": [],
"page": 0,
"size": 20,
"totalElements": 100,
"totalPages": 5

1.9.4. Quy dinh bat budc

e Khong tra toan bd bang

e Pagination bat budc vdi list 16n

e Repository phai dung paging query
e Khong load toan bd relation

1.10. Goi hé thong ngoai trong API

1.10.1. Pham vi

API c6 thé can goi:

e SSO
e External API
e Message Queue



e Cache
e File Storage

1.10.2. Kién trdc goi ngoai
Ludng chuan:
Service - Integration Client -» External System

Vi du:

Userlnfo info = ssoClient.getUser(token);

1.10.3. Quy dinh

Khéng dugc goi external tai:

e Controller
e Repository

Phai:
e goi trong Service

e handle 16i external
e timeout / retry néu can

1.10.4. Xt ly 10i external

Néu external fail:
e map thanh BusinessException hoac SystemException

e khong expose 16i raw
e ghi log 10i

1.11. Monitoring & Metrics trong API

1.11.1. Muc tiéu

Ngoai Logging & Audit, API production can hé trg:

e theo doi hiéu nang



e theo doi 16i
e theo doi tai hé théng

1.11.2. Metrics can cé

e request count
error rate
response time
DB query time
external call time

1.11.3. Trace request

Méi request phai co:

e traceld
e duration
e status

Traceld phai lién két:
e log

e audit
e exception

1.12. Versioning API

1.12.1. Chuén version

API phai c6 version trong URL:

/api/vl/...

1.12.2. Nguyén tac version

e Khéng thay déi breaking trong cling version
e API cli phai gilr backward compatibility

e APl méi — tang version

e Khong reuse version



1.12.3. Vi du

/api/v1l/users
/api/v2/users

1.13. Testing truéc merge

1.13.1. Muc tiéu

Pam bao API hoat dong dung truéc khi merge va deploy.

1.13.2. Loai test bat budc

e Unit test Service

e Validation test

e Error case

e Integration test API

1.13.3. Quy dinh

API méi hoac thay déi logic phai co test:

e thanh cong

e validation fail
e business fail

e permission fail

1.14. Hiéu nang & Database

1.14.1. Nguyén tac thiét ké DB trong API

API phai dam bao:

e query toi uu

e index phu hgp

e khong N+1 query
e pagination cho list



1.14.2. Cac 16i can tradnh

e load toan bd relation
e query trong loop
e select * bang I6n
e thi€u index filter

1.14.3. Kiém tra khi review

Khi review API can kiém tra:

e query c6 index khéng
e list c6 paging khong

e join cé can thiét khéng
e cO N+1 khong
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