8. Co ché xac thuc & tich
hop SSO (WS0O2)

8.1. Muc tiéu chuong

Quy dinh co ché xac thuc linh hoat gitta:
e Local Login

e SSO qua WSO02 IS

Nham:
e Phuc vu dev/test

e HO trg dinh danh tap trung khi trié€n khai

8.2. Khai niém / pham vi ap dung

Hai ché d6 xac thuc:

Ché do MO ta
Local Login ndi bd
WS02 Login qua SSO OIDC

8.3. Quy dinh chinh

Nguyén tac chung

Logic xac thuc nam trong:



modules/auth
common/security

e Partner khdong dugc stra logic xac thuc

e Khéng thém co ché login khac

Cau hinh ché do dang nhap

auth.type = local

auth.type = wso?2

Local Login

e Xac thuc username/password
e D(r liéu & bang user_account

e BE sinh token

WSO2 SSO flow

1. FE redirect sang WSO2

2. User login



3. WSO2 tra access_token

FE goi BE véi:
Authorization: Bearer <token>

4. BE validate token

Quy tac FE

e FE doc authType tu backend
e local = hién thi form login

e WS02 — auto redirect

Khéng dugc hardcode.

Quy tac BE

e Tat ca API qua security filter

e Khoéng bypass auth

Khong hardcode user

8.4. Quy trinh thém FE md&i vao SSO



1. Partner cung cap:
e Domain FE
e Redirect URI

e Mdi trudng

2. Core tao OAuth client

3. Cap client_id, scope

8.5. Checklist tich hgp xac thuc

e Token gt qua Authorization: Bearer
e APl trd 401 néu token sai

e Audit log ghi nhan login

Phién ban #1
bugc tao 2026-02-23 10:22:21 UTC béi admin_lifetex
Dugc cap nhat 2026-02-23 10:22:21 UTC badi admin_lifetex



