13.Swagger API
Documentation & JWT
Testing

13.1. Muc tiéu chuong

Chuong nay quy dinh cach:

e Tao tai liéu API bang Swagger/OpenAPI

e Cau hinh Swagger cho Spring Boot

e Tich hop xac thuc JWT vao Swagger

e Test API cé auth truc ti€p trén Swagger Ul

Muc tiéu:
e Dev va QA cé thé test APl nhanh
« Chusn héa tai lieu API

e Tranh test sai do thi€u token
e DOng nhat cach dung Swagger gilra cac team

13.2. Truy cap Swagger Ul

Sau khi chay service:

http://localhost:8080/swagger-ui/index.html

Hoac:

http://localhost:8080/swagger-ui.html

Swagger hién thi danh sach API theo controller.



13.3. Cau hinh Swagger trong Spring Boot

Dependency Maven:

<dependency>
<groupld>org.springdoc</groupld>
<artifactld>springdoc-openapi-starter-webmvc-ui</artifactld>
<version>2.7.0</version>

</dependency>

13.3.1. Cau hinh OpenAPI + JWT

File:

config/OpenApiConfig.java

@Configuration
public class OpenApiConfig {

@Bean
public OpenAPI api() {
return new OpenAPI()
.info(new Info()
title("Company Backend API")
.version("v1.0")
.description("APl documentation"))
.components(new Components()
.addSecuritySchemes("bearerAuth",
new SecurityScheme()
.type(SecurityScheme.Type.HTTP)
.scheme("bearer")
.bearerFormat("JWT")

)
.addSecurityltem(new SecurityRequirement().addList("bearerAuth"));

13.4. Danh dau API can JWT trong
Controller

Controller can auth:



@RestController
@RequestMapping("/api/v1l/users")
@SecurityRequirement(name = "bearerAuth")
public class UserController {

Swagger sé hién thi icon:

[ GET /api/v1l/users

13.5. Cau hinh Spring Security cho
Swagger

Swagger Ul phai dugc phép truy cap khdong can auth:

.requestMatchers(
"/swagger-ui/*k",
"/swagger-ui.html",
"/v3/api-docs/**"

).permitAll()

API business:

.anyRequest().authenticated()

13.6. Test APl c6 JWT trén Swagger (Step-
by-Step)

Budc 1. Login lay JWT

Goi API login:

POST /api/v1/auth/login

Response:

{
"token": "eyJhbGciOi)lUzI1NilsInR5cCl6lkpXVCJ9..."

}



Budc 2. M& Swagger

http://localhost:8080/swagger-ui/index.html

Budc 3. Click Authorize

Géc phai Swagger:

Authorize [T]
Click vao.

Budc 4. Nhap JWT

Nhap:

Bearer eyJhbGciOiJlUzI1NilsInR5cCl6lkpXVC)9...
Luu y:

e Phdi c6 chir Bearer
e CO khoang trang sau Bearer

Vi du dung:

Bearer eyJhbGciOi]lUzI1NilsInR5cCl6lkpXVC)9

Budc 5. Authorize

Click:

Authorize

Swagger sé luu token cho toan bo API.

Budc 6. Test API

Chon API ¢c6 [T

GET /api/v1l/theme-config



Click:

Execute

Swagger gui request:

Authorization: Bearer eyJhbGciOijJlUzI1Ni...

13.7. Kiém tra Swagger da gui token chua

Trong Swagger phan Curl phai cé:

-H "Authorization: Bearer eyJhbGciOi)JlUzI1Ni..."

Néu khong cé - chua Authorize.

13.8. Loi thuong gap

403 Forbidden

Nguyén nhan:

e Chua nhap token

e Token sai

e Token hét han

e APl can auth nhung Swagger chua Authorize

Khong thay nut Authorize

Nguyén nhan:
e Chua cau hinh SecurityScheme
e Swagger config sai

e Cache browser

Khac phuc:

Ctrl + F5



Swagger call dugc APl khong can token

Nguyén nhan:
Security config permitAll API.
Vi du:

.requestMatchers("/api/v1/¥*").permitAll()
Swagger khong can JWT.

13.9. Quy dinh chuan st&r dung Swagger
trong du an

Controller can auth:

@SecurityRequirement(name = "bearerAuth")

Controller public:

khoéng can annotation.

API test phai:
e Login lay JWT

e Authorize Swagger
e Test API

13.10. Quy dinh commit & PR

APl mdi phai:

e Hién thi trén Swagger

e CO request/response schema

e C6 SecurityRequirement néu can auth
e Test dugc trén Swagger

PR bi reject néu:



e APl khdng cé Swagger
e Swagger |0i
e Khong test dugc

13.11. Checklist Swagger cho Dev

Trudc khi merge:

e Swagger mé dugc

e API hién thi

e Authorize hoat dong

e JWT call OK

e Response ding schema

13.12. Best Practice

Khong permitAll APl production.

Swagger chi permit:

/swagger-ui/**
/v3/api-docs/**

JWT lubn test qua Authorize.
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