CHUONG IV: CAU
HINH VA MOI
TRUONG VAN HANH

Cau hinh tich hgp cac cong nghé

e TRANG 1: Toan tap cau hinh Deployment.toml

e TRANG 2: Quan ly Datasources va Két n6i Ca sé di liéu

e TRANG 3: Broker va Messaging Configuration (RabbitMQ/Kafka)

e TRANG 4: Bao mat, Keystores va Certificates




TRANG 1: Toan tap cau hinh
Deployment.tomi

Tép deployment/deployment.toml la file cau hinh duy nhat cia WSO2 Micro Integrator. Moi théng so tir
Port, Memory dén Database déu dugc quan ly tai day.

1.1. Cau hinh Server cgo ban

e [server]: Thiét [ap offset . Néu trong mang c6 nhiéu node WSO2, mdi node can c6 mot
offset khac nhau dé trdnh xung dét céng.

« [management_apil: Cau hinh User/Password dé cac cdng cu bén ngoai (nhu VS Code
hoac MI Dashboard) cé thé két néi va quan ly.

1.2. Cau hinh Connection Pool (HikariCP)

Mac dinh WSO2 MI sir dung HikariCP dé quan ly két n6i Database. Cac tham s6 t6i uu can luu y:

e max_active : SO lugng két ndi t6i da. VGi LGSP, gia tri nay nén dat tir 30-50 tuy theo tai.
e min_idle : Duy tri it nhat 5-10 két néi chd san dé tang téc dé phan hoi.



TRANG 2: Quan ly

Datasources va Két noi Co
sa di lieu

2.1. Ngudn di liéu ESB DB

Day la noi luu trir "trang thai" cda truc tich hgp.
e Vai tro: Quan ly badng job_schedule , sync lock , api_logs .

e Driver: S0 dung com.mysql.cj.jdbc.Driver (MySQL 8+).
e Luu y: Datasource nay phdi trung tén (id = "ESB_DB" ) vGi khai bdo trong cac file .dbs .

2.2. Nguon dir liéu LGSP_NOIBO

e Vai tro: Chlra cac bang danh muc dong bd vé (Pon vi hanh chinh, TTHC...).
e Dia chi: Thuong nam trén cum DB chuyén dung cé toc do truy xuat cao.

2.3. Nguon dir liéu NIFI_DB

e Vai tro: Phuc vu cho viéc day dir liéu bdo cdo sang hé thong Apache Nifi.



TRANG 3: Broker va
Messaging Configuration
(RabbitMQ/Kafka)

3.1. Cau hinh RabbitMQ (Transport)

Dé sir dung dugc mé hinh "Store-and-Forward" (GUi van ban dién t), ban can kich hoat:

e [transport.rabbitmq.sender]: Cho phép WSO2 MI day tin vao Queue.
 [transport.rabbitmq.listener]: Cho phép WSO2 MI 1ang nghe va x( ly tin nhan tu

Queue.
e Tham sé: Can khai bdo dung IP/Port clia RabbitMQ Server va Virtual Host (thudng l1a /).

3.2. Cau hinh Kafka (Streaming)

Dung cho viéc day Log Analytics:

e bootstrap.servers: Danh sach cac Kafka Broker (IP:Port).
o key.serializer/value.serializer: Thuong dung StringSerializer .



TRANG 4: Bdo mat,
Keystores va Certificates

LGSP la hé théng chinh quyén, yéu cau bdo mat HTTPS va ma hda dir liéu.

4.1. Quan ly Keystores

Nam tai repository/resources/security/ :
e wso2carbon.jks: Chlra ching chi SSL clda Server LGSP (Dung cho HTTPS).

o client-truststore.jks: Chlta cac Public Key cla d6i tdc (NGSP, C6ng DVC Quoc gia) dé
WSO02 cé thé goi API HTTPS ctia ho ma khong bi 16i SSL.

4.2. Bdo mat mat khau (Secret
Management)

Thay vi viét mat khdu DB dang Clear-text trong deployment.toml , ta nén dung cdng cu Secure
Vault cia WS0O2 dé ma hoda:

e Chay Iénh ciphertool.sh d€ ma héa mat khau.
e Sirdung cl phap $secret{alias} dé goi mat khau trong file cau hinh.



