CHUONG I: TONG
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So bo hé théng LGSP
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e TRANG 3: Phan tich bai toan lién théng LGSP - NGSP

e TRANG 4: Chi tiét Ca sd dit liéu van hanh (Core Schema)




TRANG 1: B6i canh du &n va
Tam nhin tich hop

1.1. Hién trang va Thach thuc

Trong ky nguyén so, cac co quan nha nudc tai dia phuong thudng van hanh céac hé thong phan
mém doéc lap (Silos). Piéu nay dan dén viéc dir liéu bi chia cat, khéng dong bd va gay khé khan cho
nguoi dan khi thuc hién thd tuc hanh chinh lién théng. Dy 4n LGSP (Local Government Service
Platform) ra doi dé€ giadi quyét cac nut that nay.

1.2. Tdm nhin cula truc LGSP

e Tré thanh bd nao diéu phéi: Két néi moi yéu cau tlr Céng Dich vu céng téi cac CSDL
quéc gia.

e Chuan héa théng tin: Pam bao moi ban ghi (ngudi dung, doanh nghiép, van ban) déu
tuan theo cdu chuan chung ctia BO Thong tin & Truyén thong.

e Bao mat va Giam sat: Moi giao dich di qua truc déu dugc ki€ém soat quyén truy cap va
luu vét (Logging) phuc vu hau kiém.



TRANG 2: Cong nghé va Cac
thanh phan 10i

2.1. Nén tdng WSO2 Micro Integrator (Ml)
4.4.0

Hé théng sir dung WSO2 MI - mét nén tang ma nguén m& manh mé nhat thé gigi vé ESB. Cac uu
diém chinh:

e Toc dd xu ly: Khd nang x(r ly hang ngan giao dich/giday véi co ché non-blocking I/0.

e Linh hoat: H6 trg moi loai giao thic tir REST, SOAP dén céac File System, Kafka, RabbitMQ.

e Microservices-ready: Dong géi gon nhe trong Docker container, dé dang tri€n khai trén
cum K8s.

2.2. Cac thanh phan phu thudc
(Middleware)

e Broker (RabbitMQ): Ddng vai tro lam "kho dém" cho céc van ban dién t&r quan trong.
Pam bdo tin nhan khdng bi mat khi hé théng dich qua tai.

e Streaming (Kafka): Sir dung dé day céc su kién log vé trung tdm phan tich dir liéu 16n.

o Database (MySQL): Luu trir cdu hinh runtime va nhat ky van hanh.



TRANG 3: Phan tich bai toan
lién thong LGSP - NGSP

3.1. M6 hinh két noi Lién théng Quoc gia
(NGSP)

Du &n thuc hién vai tro la Gateway trung gian gilra Dia phuong va Trung uong:

1. Hudng di Ién (Upstream): Cac app dia phuong goi APl gua LGSP -> LGSP thuc hién ky
sO/xac thuc -> Gui 1én NDXP/NGSP.

2. Huéng di xuéng (Downstream): D{r liéu tir cdc BO/Nganh gui vé qua NGSP -> LGSP tiép
nhan -> Phan phéi vé diing phong ban/sé nganh tuong Ung.

3.2. DAm bao tinh tin cay tuyét doi
(Guaranteed Delivery)

Doi véi van ban dién ta (EDXML), hé thong khong chi goi APl ma con thuc hién:

e Luu kho (Store): Luu payload vao Message Store.

e Thu lai (Retry): Néu gt that bai, Message Processor sé tu dong thir lai theo co ché
Exponential Backoff (thai gian gian cach tang dan).

e Canh bao (Alert): N&u sau N lan th van that bai, hé théng sé chuyén vao Queue 16i dé
Admin xU ly thd céng.



TRANG 4: Chi tiét Co sé di
lieu van hanh (Core Schema)

Hé théng yéu cau cac bang dir liéu sau trong ESB DB dé cé thé van hanh cac tinh nang nang cao:

4.1. Quan ly trang thai Khéa (sync_lock)

Bang nay cuc ky quan trong dé dam bao tinh duy nhat cla céc tién trinh déng bd (Task).

e Cau truc SQL:

° CREATE TABLE “sync_lock™ (
‘lock_key" varchar(50) NOT NULL COMMENT 'Ma khéa duy nhat cta Task’,
‘is_locked" tinyint(1) DEFAULT '0' COMMENT '1: Pang béan, 0: San sang’,
‘locked_at" datetime DEFAULT NULL COMMENT 'Thai diém bat dau chay",
PRIMARY KEY ("lock key")
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4;

4.2. Quan ly Lap lich Task déng
(Job _schedule)

Cho phép Admin cau hinh lich chay ma khoéng can stra code WSO2.

e Cau truc SQL:

CREATE TABLE “job_schedule™ (
“id® int(11) NOT NULL AUTO_INCREMENT,
“service_code’ varchar(100) NOT NULL COMMENT 'Ma nghiép vu (Vd: DM_TTHC),
‘cron_expression” varchar(50) NOT NULL COMMENT 'Vi du: 0 0 * * * ? (Chay méi gio)',
“sequence_name’ varchar(100) NOT NULL COMMENT 'Tén Sequence xt ly chinh’,
“sync_endpoint_path® text COMMENT 'URL API dich’,
“last_run® datetime DEFAULT NULL COMMENT 'Lan chay thanh céng cuéi cung',
“status” tinyint(1) DEFAULT '1' COMMENT '1: Kich hoat, 0: Tai kich hoat',



PRIMARY KEY ("id")
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4;

4.3. Quan ly Nhat ky truy cap (api_logs)
e Cau truc SQL:

CREATE TABLE “api_logs" (
“id” bigint(20) NOT NULL AUTO_INCREMENT,
“api_name’ varchar(100) DEFAULT NULL,
‘request_time" datetime DEFAULT NULL,
“log_level” varchar(20) DEFAULT NULL,
"message’ text DEFAULT NULL,
“serviceCode™ varchar(100) DEFAULT NULL,
“systemCode” varchar(100) DEFAULT NULL,
“headers™ text DEFAULT NULL,
PRIMARY KEY (“id")

) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4;



