Trang 2: Bai toan nghiép vu
& Giai phap ky thuat

2.1 Thach thic 1: Phan manh backend
(Fragmented APIs)

e Bai toan: Client phai ghi nhé va két n6i dong thoi nhiéu dia chi Server khac nhau (Signing
Engine, CRM, BPMN Server). Viéc thay déi IP/Domain clia mét Server yéu cau cap nhéat lai
toan b6 ing dung dau cudi.

e Gidi phap: Proxy cung cap cac Endpoint théng nhat ( /api/sign/** , /api/proxy/** ). Cac cau
hinh Backend dugc quan ly tap trung trong file application.ymi .

2.2 Thach thic 2: D6 tré va mat két noi
mang (Resiliency)

e Bai toan: Cac thao tac ky PDF la tac vu nang, yéu cau thoi gian xtr ly va bang théng.
Trong méi truong mang khéng én dinh, cdc yéu cau thudng bi that bai (Timeout).

e Gidi phap: Tich hop Spring Retry . Proxy sé tu déng th lai (t6i da 3 l1an) véi khodng thoi
gian chd (Backoff) trudc khi tra vé 16i cho Client. Diéu nay gilp tang ty 1é ky thanh céng
ma nguoi dung khdng can thao tac lai.

2.3 Thach thic 3: Bat tuong thich tiéu
chuan Header (Header Mapping)

« Bai toan: Ung dung Client hién tai s&t dung Header Token-Signing dé& luu trir mé& dinh danh,
nhung cac backend chuan REST thuong yéu cau Bearer Token trong Header Authorization .
e Gidi phap: Proxy thuc hién anh xa tu dong:



if (headers.containsKey("Token-Signing")) {
headers.set(HttpHeaders. AUTHORIZATION, headers.getFirst("Token-Signing"));

Qua trinh nay dién ra minh bach, gilp Client khéng can sita ma nguén ci.

2.4 Thach thdc 4: Phan vung mang va Bao
vé ha tang

e Bai toan: Signing Engine chta cac ching thu s6 va khéa mat ma (PKCS#11, HSM), khong
dugc phép cong khai ra ngoai Internet.

e Gidi phap: Proxy dugc dat trong phan vlung kiém soat (DMZ), chi mé cac céng API can
thiét. N6 déng vai tro la "nguoi gac cong", loc cac Header du thlra (nhu host , content-
length cuUa Client) trudc khi gii vao mang ndi bd dé tranh xung dot giao thurc.

Phién bdn #1
bugc tao 2026-04-03 06:55:34 UTC béi Nam Dang
bugc cap nhat 2026-04-03 06:57:23 UTC béi Nam bang



