6.1. Cau hinh Web Service
(application.yml)

Moi théng s6 két ndi trong yéu cla API Server dugc dat trong thu muc
src/main/resources/application.yml (khi [ap trinh) hoac ghi dé bang Environment Variables (khi chay
Docker).

1. Két noi Co sé dir lieu (MSSQL Server)

Hé théng sir dung SQL Server dé€ luu théng tin Audit Log (lich s ky) va quan ly User/Role phan
guyén truy cap.

spring:

datasource:
url: jdbc:sqglserver://192.168.0.92:1433;databaseName=signing_db;encrypt=true;trustServerCertificate=true
username: lifetex
password: LTLT@2025
driverClassName: com.microsoft.sqlserver.jdbc.SQLServerDriver

jpa:
hibernate:

ddl-auto: update # (Chi nén dung update & moi trudng Dev, Production nén dung validate/none)

2. Cau hinh Redis (EJBCA Cache)

Hé théng EJBCA CA cé tan suat truy van siéu I16n ("Kiém tra ching thu nay con tén tai khéng?"). Dé
tranh sap tdng mang CA, ta cdu hinh Redis d€ luu tam (Cache) di liéu nay.

spring:
data:
redis:
host: kyso-redis # Tré t6i container redis néu dung chung docker-network
port: 6379

# CO thé thiét 1ap thém 'password' néu cum Redis Server yéu cau auth.



3. Cau hinh Hé thong Email & SMS (Dung
cho Notification Diagnostics)

Céac thong bdo canh béo hé thong (nhu khi khong goi dugc CA Server) sé dugc dady qua giao thic
SMTP.

spring:
mail:
host: smtp.gmail.com
port: 587
username: admin@domain.com
password: app-password
properties:
mail.smtp.auth: true

mail.smtp.starttls.enable: true
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