2.1. Lubng Ky sb6 Tap trung
(Web Service / Server-side)

Ludng Ky so Server-side dugc kich hoat thong qua REST API trén Signing Web Service. Luong nay
dugc sir dung khi hé théng e-Office ty dong sinh tai liéu va can déng dau dé cong ty hoac ky duyét
hang loat thong qua ching thu luu trén Server / HSM.

Mo ta cac budc:

1. Application (Client) gui yéu cau POST /api/sign kém theo file tai liéu (PDF, DOCX) va céac
théng tin Metadata (Toa d6 hinh anh, Page, Base64 anh chir ky).

2. Web Controller ( SigningController ) ti€p nhan, kiém tra tinh hgp 1é clia Request va Token
(néu c6 Auth).

3. Néu tai liéu la dinh dang Office (Word/Excel), goi qua module Converter (Aspose) dé
chuyén thanh tinh dang chuén PDF.

4. Hé thong kiém tra Cache (Redis) d6i v6i EJBCA dé€ xac minh thu muc luu thong tin chiing
thu (End Entity).

5. Goi APl sang EJBCA CA Server ky hash cua tai liéu va lay dir liéu chir ky tra vé.

6. Module Signing Core (DSS) rap ch{r ky va hinh anh con dau (Visual Signature) vao tai
liéu PDF.

7. Ghi Log Audit vao Database va phan hoi két qua truc ti€p cho Client.
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