Chuong 8: Van hanh
& XU ly su cod thuong
gap
(Troubleshooting

Qua trinh van hanh Signing Service Tan Cang trai qua sy déng gép cla nhiéu luong két néi phan
tan. Chuong nay liét ké cac 16i ph6 bién ma quan tri vién, chuyén vién ho trg (Support/IT) thudng
gap va cach check log bat bénh chinh xac.

8.1. L6i Khdng nhan USB Token trén Desktop App

8.2. L6i Chuyén déi Khéng Format (File Conversion Issues)

8.3. L6i Request OTP & Authentication (HTTP 400/401)

8.4. LOi do tré Redis Cache (EJBCA Lookup Error)




8.1. Loi Khong nhan USB
Token trén Desktop App

Ludng chay Ung dung Desktop phu thudc sat sao vao d6é 6n dinh phan cirng may tinh va Driver
hang.

Hién tuong: Ung dung Desktop chay, nhung khi goi Iénh ky thi pop-up bdo "Khéng tim thay thiét
bi Token" hoac vang 16i PKCS11Exception . Cach xu ly:

1. Rat ra cam lai USB Token, ddm bdo trén thanh System Tray Windows & géc dudi man hinh
da hién thi phan mém ky cua thiét bi (Vi du: Viettel-CA Manager).
2. Kiém tra tép

token-config.json:

e Mg¢ file .json nay tai thu muc chay cta Desktop App.

e Kiém tra duong dan chudi "libraryPath": "C:\\Windows\\System32\\eps2003csp11.dil" c6 ding
téi file .dil dang nam san trong Windows khong. Doi lic ban Update cla hang doi
tén .dil gay hdng tién trinh hook.

3. Béng iing dung Desktop (Quit & System Tray) va chay lai. Ldi vé session thé nhé
SmartCard thuong sé hét.



8.2. Loi Chuyén doi Khong
Format (File Conversion
|ssues)

1. Mot trong nhiing van dé dau dau nhat la khi ngudi dung Upload mot file khdng chinh
thong nhung "vo tinh hoac ¢ y" bi déi sai dinh dang dudi file.
Hién tuong: Quang I6i UnsupportedFileFormatException khi dang thuc thi bd chuyén dai
Aspose.Words (vi du: Chuyén .docx sang .pdf). Nguyén nhan goc ré (Root Cause): File
thuc chat da la chuan .pdf bén trong, nhung ngudi dung (hoac hé théng tao tu dong) lai
dang luu tén nd véi dudi ma rong la .docx . BO may Aspose Words ti€p nhan file tuéng day
la Word, md ra thay sai logic binaire cta Office thi quang I16i. Cach xt&r ly & Cach du an
gidi quyét: Van dé nay da dugc Patch trong nhanh x(r ly cla
SigningController. Hé thong si dung co ché doc Magic Bytes dé xem cau truc that cla
Core File (Hex Header bat dau bang %PDF- thi by-pass co ché& converter ciia Word/Excel
va coi thang d6 |a PDF). Dam bao File luén lot qua may chu ky tu dong.



8.3. L6i Request OTP &
Authentication (HTTP
400/401)

Du &n ap dung logic ky bdo mat qua Session OTP sinh tu dong. L6i thudng phat sinh tai API
/api/sign/request-otp Vva API ky.

Hién tuong: Web/Portal trd vé thong diép 16i HTTP status 400 Bad Request, hoac "Phién ky khéng
hgp 1&". Cach khac phuc:

1. Khi goi /api/sign , Client bat buéc phai cé thong tin Token phién lam viéc 6 Header Token-
Signing .

2. Dir liéu Request OTP yéu cau ngudi dung ( username ) va email dugc cap tir SecurityUtils
phdi diing cau truc. IT can kiém tra hé théng tai khoan E-Office da gui User Context hop |é
sang khdi Ky sé chua (Néu Header OAuth/JWT truyén qua sai username , Service sé ngat
lénh).



8.4. LOi dO tré Redis Cache
(EJBCA Lookup Error)

Hién tuong: Tai liéu ky bi pending qua lau, timeout, hoac hé théng bdo "Ngudi dung khéng tén
tai". Cach xu ly:

1. Hé théng dung Redis dé€ quan ly cache ham endEntityExists() .

2. IT can kiém tra xem Container kyso-redis c6 dang song va dap tra 1énh ping khéng ( docker
logs kyso-redis ).

3. Trong trudng hop ngudi dung trén CA vira mdi bi v hiéu hda hoac thu héi ching chi .p12,
viéc kiém tra cache bj "16i nhip" vGi thuc té. Hé théng signing-web-service da xur ly bang
|énh signingService.revokeCache(username) x0a ngay ludng cache chét trén Redis.

4. Moi truong Dev cé thé thir Iénh redis-cli flushall dé xda sach Redis phuc vu Test Fresh Data
vGi may chu EJBCA.

(Ban tai liéu "Signing Service Tan Cang" duoc hoan thanh phuc vu céng tac dao tao va ban giao
Source Code. Moi van dé vé Security Endpoint hay Keys vui long lién hé Admin System Téan Cang).



