Chuong 6: Cau hinh
Hé thong (System
Configuration

Dé hé théng hoat dong chinh xac véi ha tang cia déi tadc/khach hang, Signing Service Tan Cang
cung cap cac file cadu hinh tach biét hoan toan khdi ma nguon. Chuong nay gidi thich cac file cau
hinh quan trong nhat trén hé théng.

e 6.1. Cau hinh Web Service (application.yml)

e 6.2. Cdu hinh May tram Desktop ( token-config.json )

e 6.3. Cau hinh giao ti€p EJBCA Server




6.1. Cau hinh Web Service
(application.yml)

Moi théng s6 két ndi trong yéu cla API Server dugc dat trong thu muc
src/main/resources/application.yml (khi lap trinh) hoac ghi dé bang Environment Variables (khi chay

Docker).

1. Két noi Co s& dir liéu (MSSQL Server)

Hé théng sir dung SQL Server dé€ luu théng tin Audit Log (lich s ky) va quan ly User/Role phan
quyén truy céap.

spring:

datasource:
url: jdbc:sqglserver://192.168.0.92:1433;databaseName=signing_db;encrypt=true;trustServerCertificate=true
username: lifetex
password: LTLT@2025
driverClassName: com.microsoft.sqlserver.jdbc.SQLServerDriver

jpa:
hibernate:

ddl-auto: update # (Chi nén dung update ¢ méi truong Dev, Production nén dung validate/none)

2. Cau hinh Redis (EJBCA Cache)

Hé thong EJBCA CA cé tan suat truy van siéu 16n ("Ki€m tra chdng thu nay con ton tai khong?"). bé
trdnh sap tdang mang CA, ta cdu hinh Redis dé€ luu tam (Cache) di liéu nay.

spring:
data:
redis:
host: kyso-redis # Trd t6i container redis néu dung chung docker-network
port: 6379

# CO thé thiét 1ap thém 'password' néu cum Redis Server yéu cau auth.



3. Cau hinh Hé thong Email & SMS (Dung
cho Notification Diagnostics)

Céac thong bdo canh béo hé thong (nhu khi khong goi dugc CA Server) sé dugc dady qua giao thic
SMTP.

spring:
mail:
host: smtp.gmail.com
port: 587
username: admin@domain.com
password: app-password
properties:
mail.smtp.auth: true

mail.smtp.starttls.enable: true



6.2. Cau hinh May tram
Desktop ( token-config.json )

Do USB Token (SmartCard) dén tu rat nhiéu dinh dang nha cung cap khac nhau (Viettel, VNPT, FPT,
BKAV, HILO), mbi hang lai dung mot file Driver .dil (trén Windows) riéng biét.

Ung dung signing-desktop quan ly cau hinh cdc Token nay thdong qua file token-config.json nam
tai thu muc g6c cua file thuc thi.

Pinh dang JSON mau:

"id": "95893e6d-ef56-46ff-981f-5a73f81982b6",
"name": "USB_HILO_CA",
"libraryPath": "C:\\Windows\\System32\\hiloca_csp11l_v1.dll",

"slotIndex": 0

"id": "ebd...-...",
"name": "VIETTEL_CA",
"libraryPath": "C:\\Windows\\System32\\viettel-ca_v6.dll",

"slotIndex": 0

Gidi thich théng sé:

name: Tén dinh danh cGa dong USB Token (d€ hién thij trén giao dién TokenProfileDialog cho
ngudi dung chon).

e libraryPath : Duong dan tuyét doéi tro téi file thu vién PKCS#11 (File .dil / .so / .dylib ) cla
hang dang cai trong hé diéu hanh.

e slotindex : Th(& tu khe cdm thiét bj luu trr trén Driver (mac dinh da sé 1a 0).



TIP

Meo chuan doan: Néu hé théng chay Desktop App bi treo va bdo "Module
PKCS11 khéng kha dung", hdy ma file token-config.json va ki€m tra xem bién
libraryPath cé dung véi duong dan cai cla hang cung cap hay khoéng.



6.3. Cau hinh giao tiép
EJBCA Server

Cac cau hinh giao ti€p ma hda (Keystore / Truststore) dé két noi an toan véi may chd cap phat
EJBCA thong qua Rest/SOAP API (néu c6 yéu cau Mutual-TLS) thudng nam trong cac tham sé
Custom Properties tu dinh nghia.

ejbca:
client:
base-url: "https://ca-server.tancang.com.vn:8443/ejbca/ejbca-rest-api"
keystore-path: "classpath:certs/ejbca_client.p12"
keystore-password: "changeit"
truststore-path: "classpath:certs/truststore.jks"

truststore-password: "changeit"

Khi ma nguon khdi tao (tai module signing-core ), I6p Service sé nap cau hinh SSL/TLS nay vao
Context dé€ duy tri lién két an toan tuyét doi v6i may cha bdo mat cha phia bén trong ha tang
(Internal Network).



