Chuong 5: Huong
dan Cai dat & Trién
khai

Chuang nay hudng dan chi tiét cach thirc thiét 1ap méi trudng, déng gdi va trién khai ing dung cho
ca 2 khoi cau thanh nén Signing Service Tan Cang: Web Service (chay trén Server) va Desktop App
(chay trén mdy tram clda nguoi dung).

e 5.1. Yéu cau Hé théng (Prerequisites)

e 5.2. Huéng dan Trién khai Signing Web Service (Server)

e 5.3. Déng gdi & Cai dat Signing Desktop App (Client)




5.1. Yéu cau Hé thoéng
(Prerequisites)

DE dam bao hé thong cé thé bién dich va chay tron tru, may chd / may lap trinh vién can dap Ung
cac diéu kién sau:

e Moi truong Java: Khuyén nghi st dung cai dat JDK 17.

e Trinh quan ly géi: Maven 3.8+ (Hoac dung file mvnw cung cdp san trong source code).

e Méi truong May chu (Web Service): Linux/Windows Server da cai dat san Docker va
Docker Compose.

e M6i truong Péng géi (Desktop App): May tinh Windows dé€ déng gdéi JRE custom. Yéu
cau co cai dat WiX Toolset (v3.x) néu muodn build file cai dang .msi .

e Database & Cache: MSSQL Server (2016 trg 1én) va Redis Server (Khuyén nghi Redis
v7+).

e Source code: http://192.168.0.95/nam/signing service tan cang.git nhanh

dev_namdh app signing desktop



http://192.168.0.95/nam/signing_service_tan_cang.git
http://192.168.0.95/nam/signing_service_tan_cang/-/tree/dev_namdh_app_signing_desktop

5.2. Huéng dan Trién khai
Signing Web Service
(Server)

Ung dung Web Service dugc t6i uu dé hoat ddng trong Docker Container, cung c&p kha nang khdi
tao nhanh va déc lap moi trudng.

Cach 1: Chay truc tiép qua Docker
Compose (Khuyén nghi)

Hé théng da cung cap san file docker-compose.yml. Khi goi Iénh docker-compose up , N6 sé tu dong
trién khai 2 service: redis va Uing dung kyso-service . (Luu y: Ban cling cé thé kéo Image tir Harbor
néu cé tai khoan, vi du: harbor.lifetex.vn/kysotaptrung/kyso-service )

Cac bién méi truong (Environment Variables) can thay déi truéc khi chay: Ma file docker-
compose.yml va kiém tra phan environment cUa service kyso-service :

environment:
# Két noi Co sa dir liéu MS SQL Server
SPRING_DATASOURCE_URL:
jdbc:sqlserver://<DB_HOST>:<PORT>;databaseName=<DB_NAME>;encrypt=true;trustServerCertificate=true
SPRING_DATASOURCE_USERNAME: <User_DB>
SPRING_DATASOURCE_PASSWORD: <Pass_DB>

# Cau hinh Redis (Théng qua container noi bd)
SPRING_DATA_REDIS HOST: kyso-redis
SPRING_DATA_REDIS_PORT: 6379

Lénh khéi dong dich vu:

# Di vao thu muc chira source signing_service_tan_cang
# Build image va chay ngam (Detached mode)

docker-compose up -d --build



Log hé théng cé thé dugc xem thong qua Iénh: docker logs -f kyso-service . APl cong chinh thic hoat
doéng trén port 6868 .

Céch 2: Trién khai truc ti€p bang file JAR
Néu khoéng dung Docker, ban cé thé build file jar:

mvn clean package -pl signing-common,signing-core,signing-scanner-sdk,signing-web-service -am -DskipTests

Sau dé chay file JAR kém theo file application.yml :

java -jar signing-web-service/target/signing-web-service-0.0.1-SNAPSHOT .jar



5.3. Bong goi & Cai dat
Signing Desktop App (Client)

Client App dugc t6i uu héa dac biét. Thay vi phadi yéu cau hang tram nhan su dung may tinh van
phong tu tai JDK/JRE vé dé chay Iénh java -jar, itng dung Desktop dugc nhing (bundle) thang JRE
(Custom JRE) vao bén trong thong qua cong cu jlink va jpackage . N6 bién Web Service local thanh
mot file <Tén-App>.exe hodac <Tén-App>.msi doOc lap.

Quy trinh déng goi da dugc gom gon tu dong hda toan bd trong script package_desktop.bat.

Huéng dan chay chay script déng goi:

1. Dam bao bién moi trudng may tinh cta ban da tré chudn xac %JAVA HOME% (JDK 17 cla
thu muc bin). Néu quén, script sé bao 16i khéng tim thay jlink hay jpackage .

2. (Tuy chon) Cai dat phan mém WiX Toolset (v3.x) tai https://wixtoolset.org/releases/ . Day |a
thu vién géc do Microsoft ho trg dé dong goi hé théng dudi dinh dang Cai dat chudn .msi
(Dé dang dé IT cang push policy GPO ty dong cai cho toan bd may nhanh).

3. Ma& clra s6 Command Prompt (cmd) hodc Terminal, chay Iénh:

package_desktop.bat

Dién gidi 5 budc cau thanh cla Script:

e [1/5] Build Source Code: Script tu d0ng goi mvn clean package -DskipTests riéng cho
module signing-desktop (va cdc module con tham chiéu).

e [2/5] Custom JRE (jlink): Loc bd b6t cac thu vién thira (nhu javafx, jdk.compiler khong
can thiét), tao ra mét may ao Java thu nhd (gidm dung lugng) vao thu muc custom-jre .
Tinh nang java.smartcardio dugc thém vao bat budc dé tuong tac dugc USB Token 16i.

e [3/5] Portable Image (jpackage): Gom ma ngudn Desktop (file .jar ) lam nhan cua file
EXE (App Image). K&t qud cho ra ¢ thu muc dist/signing-desktop . Ai copy thu muc nay ném
sang may tinh khac chay luon file .exe bén trong la hé thong sé bat.

e [4/5] Check WiX Toolset: Kiém tra tool candle cla WiX. Néu khéng cé & may build, sé
skip Budc 5.

e [5/5] Build Windows Installer (.msi): Gom ca Bundle thu muc Portable thanh 1 file
Install System duy nhat. Khi nguoi dung chay, né sé tu cai vao C:\Program Files\ , tao I6i tat
de ngoai man hinh Desktop (Shortcut) va trong thanh Start Menu.



K& tur nay, ban chi viéc gdi file .msi hoac file .exe portable da sinh ¢ thu muc dist/ cho ké
todn/nhan su dé cai dat sir dung ky bang Token mot cdch mugt ma.



