Chuong 4: Cau truc
Source Code &
Modules

Du &n Signing Service Tan Cang dugc thiét ké theo kién tric Maven Multi-Module dua trén nén tang
Spring Boot. Cach ti€p can nay gitp c6 lap ranh mach logic 16i (Core Signing) ra khdi cac giao tiép
bén ngoai (Web API, Desktop API), téi uu viéc tai s dung code va dé dang bao tri vé sau.

4.1. Module signing-common

4.2. Module signing-core

4.3. Module signing-web-service

4.4. Module signing-desktop

4.5. Module signing-scanner-sdk




4.1. Module signing-common

Day la module co s& nhat, khéng chira logic xt ly phic tap ma chi chia cac dinh nghia (Definitions)
dugc sir dung chung cho toan b cac module khac trong hé théng.

e Thanh phan chinh:
o DTO (Data Transfer Objects): Cac class request/response trung gian nhu
SignRequestDTO , LocalSignRequestDTO , OTPResponse , V.V.
o Models/Enums: Cac dinh nghia trang thai ky, loai chiing thu hodc cac tham sé quy
dinh hé toa do hinh anh.
o Exceptions: Cac Custom Exception chung.
o Utils: Cac 16p Helper dung chung nhu Validate chubi, thao tadc Date/Time.
e Su phu thudc: Khong phu thudc vao module nao khéac trong hé thong.



4.2. Module signing-core

Day la "trai tim" cda hé thong, noi thuc hién toan bd cac nghiép vu mat ma hoc (Cryptography) va
can thiép vat ly vao file PDF.

e Nhiém vu:
o Khdi tao va thiét |ap cac API tich hgp véi thu vién DSS (Digital Signature
Services) cla lién minh Chau Au (eu.europa.ec.joinup.sd-dss).
o Thuc thi viéc bam tai liéu (Document Hashing) va cap phat déi tugng PAdES
Signature.
o Quan ly nghiép vu Custom Validation cho file PDF.
o Thanh phan ky thuat néi bat:
o Cung cap cac Iép Handler mé réng nhu bd thu vién doc/ghi file PDFBox .
o Cac package eu.europa.esig.dss.pdf... dugc custom lai (néu c6) dé€ xi ly triét d€ cac 16i
hién thi (Visual Signature) ma ban gbéc DSS doi khi khéng hé trg tron tru & phéng chir
tiéng Viét.



4.3. Module signing-web-
service

DPay la khéi iing dung Web chinh (Main Application) van hanh & phia Server-side. Module nay dugc
déng go6i thanh mét Docker Container doc lap phuc vu cho ky tap trung.

e Nhiém vu:
o Expose toan b6 cadc RESTful APl phuc vu Web Portal va Mobile App.
o Qudn ly Security (Xac thuc JWT/OTP, phan quyén Admin).
o Giao tiép truc tiép vGi co sé dir liéu SQL Server va tang Cache Redis .
o K&t ndi EJBCA (Hé théng CA Manager) dé yéu cau ky qua két ndi bdo mat.
o Goi khoi cong cu Aspose (Words/Cells) dé Convert dinh dang Office (.docx, .xIsx)
sang PDF chuan thuc trudc khi dua vao module signing-core .
e Cau truc Package tham khao:
o /controller : Cac endpoint REST (VD: SigningController).
o /service : Logic goi API n0i b, logic OTP, thao tac file.
o /repository : Thao tac v4i SQL Database (Audit Logs, Users).
o /config : Cau hinh Security, Swagger, Redis Cache.



4.4. Module signing-desktop

Pay la ing dung Client-side danh riéng cho may nhéan su, gitip khac phuc nhugc diém trinh duyét
web khéng thé doc truc ti€p c6ng USB vat ly.

e Nhiém vu:
o Chay nén mot Web Server cuc bd ( http://localhost:6868/api/desktop/* ) ti€p nhan I&nh ky
tU man hinh trinh duyét Web Portal e-Office.
o Nhan biét va quét (Scan) cac USB Token (PKCS#11) dang gan trén may tinh thong
qua file token-config.json.
o Hién thi giao dién ngudi dung (Ul) téi gian bang Java Swing / FlatLaf gilip ngudi dung:
o Chon ching thu sé ca nhan.
o Nhap ma PIN an toan.
o Xem thanh tién trinh Loading khi file dang x{ ly.
o Gan hinh anh chir ky va rap két qua tra vé cho Frontend.
o Thanh phan ky thuat néi bat:
o /ui: Chra cdc clra s6 Pop-up, CertificateListDialog , TokenProfileDialog .
o /controller & /service : Ti€p nhan APl Custom va diéu phdi goi Token.



4.5. Module signing-scanner-
sdk

Khéi nay dugc module hoa dé déc lap héa phan tich hop ngoai vi néu du an md réng hé tro nhéan
dang chir ky viét tay/mdy quét vat ly).

e Nhiém vu:
o Cung cdp cac SDK hoac API ndi bd x(r ly luéng thao tac véi thiét bi phan clng thi 3.

o Tach bach logic ra khoi signing-core gilp tranh viéc hé thong chinh phdi 6m dom qué
nhiéu Driver mdy Scan khéng can thiét.

So d6 Phu thudc (Dependency
Graph)

Duéi day la so d6 tham chiéu Ian nhau ( <dependency> ) trong file cdu hinh pom.xml:

signing-core signing-scanner-sdk

signing-common

Nhin vao mé hinh, ta thdy Web va Desktop la 2 16p trén cung (Tang Ung dung), cé thé tai st dung
chung toan bé logic 16i cia Core
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