Chuong 3: Kién trdc
Hé thong & Cong
giao tiép API

Chuang nay trinh bay cai nhin téng quat vé mé hinh trién khai cta hé théng Signing Service Tan
Cang, su tuong tac gilra cac vi dich vu, cling nhu chi tiét dac td cac cong giao ti€p (API Interfaces)
dé cac bén th(r 3 hoac cac nén tang e-Office tich hop.

e 3.1. So d6 Kién tric Téng thé (System Architecture)

e 3.2. Danh sach Web APl Chinh (Server-Side)

e 3.3. Danh séch Desktop API (Cuc b6 localhost:6868)




3.1. So do Kién trdc Tong thé
(System Architecture)

Giai phap duoc xay dung theo mo hinh Client-Server phan tan (Distributed) két hgp bo dém
(Cache) va kién trac Agent cuc b6 danh cho ch{r ky cing.

Ung dung H& sinh thai Tan
Céng

Sigr

Spring Boot REST
Controllers

— —
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Thanh phan chinh:

1. Signing Web Service (Server): Diém vao chinh cla cac yéu cau ky tap trung. Bao gom
b6 Converter (Aspose) va Signing Core (DSS/PDFBox) x(r ly dif liéu chuan PAdES.

2. Local Desktop Agent (Client): Ung dung trung gian gitip Web Browser truy xuét truc
ti€p ching thu so tir USB vat ly (khdng bi trinh duyét chan giao thirc bdo mét) dua vao
endpoint REST API cuc b6.

3. Ha tang ho trg (Redis/MSSQL): Redis gilp cache EJBCAService trédnh tai nang cho CA
n6i bd vGi moi lugt request. SQL Server (MSSQL) Iuu log va phan quyén truy cap.


https://docs.lifetex.vn/uploads/images/gallery/2026-03/mermaid-diagram.png

3.2. Danh sach Web API
Chinh (Server-Side)

P4y la cac endpoint chl luc trén may chd (nam trong SigningController), s& dung JSON lam phuong
tién trao doi ( application/json hodc multipart/form-data ). Hé théng yéu cau Header Token-Signing (phién
ky hgp 1€&) cho hau hét cac API nghiép vu.

1. Nhédm API Xac thuc OTP & Cap quyén

e POST /api/sign/request-otp : Yéu cau tao ma OTP tU hé théng. Dung cho luéng bao mat
budc 2.
e POST /api/sign/verify-otp : Xac thuc OTP dé€ hé thong cap/kiém tra phién ky hagp 1é.

2. Nhém API Ky s6 & XU ly Tai liéu

POST /api/sign/document :

o API chinh dé ky dit liéu tap trung (Dung ching thu may chu EJBCA).

o Input: HO trg Upload File ( @ModelAttribute WebSignRequestDTO ), tu dong nhan dién
dinh dang (DOCX, XLSX, PDF) dé convert qua PDF.

POST /api/sign/document-with-image & POST /api/sign/documents-with-image :

o HO trg ky s6 va chén anh (Visual Signature). Yéu cau truyén mang imageMetadata
chra thong tin toa dé.

POST /api/sign/document-initial-signature :
o Chuyén dung cho nghiép vu Ky nhdy, chén hinh dnh/con dau chit ky ¢ cac toa do linh
hoat.

3. Nhdm API Quan tri & Audit Log

e GET /api/admin/audit-logs/range (Controller: AuditLogAdminController ): Lay danh sach vét
giao dich ky.

e GET /api/diagnostic/test-connection (Controller: EmailDiagnosticController ): GUi canh bao
SMS/Email kiém tra tinh trang két



3.3. Danh sach Desktop API
(Cuc b6 localhost:6868)

DéE tién cho Web frontend gui Iénh ky vao may tram, ing dung Desktop md san c6ng RESTful truc
ti€p trén may nguoi dung (qua DesktopSigningController). Cac endpoint nay giao ti€p truc tiép voi
USB Token.

e POST /api/desktop/sign : Endpoint ky file PDF co ban.

e POST /api/desktop/document : Endpoint ky ho trg convert file (Word, Excel) truéc khi ky.

e POST /api/desktop/document-with-image : Endpoint ky va chén hinh anh con dau (Tuong
duong chiric nang trén Server nhung ky bang Token Local). H6 trg xac dinh vj tri chén anh
chén |ap (OVERLAY), trai (LEFT), phai (RIGHT) v.v.



