Chuong 2: Ludng
Nghiép vu Chi tiét
Business
Workflows)

Chuong nay mo ta chi tiét cac trinh ty x& ly va luéng dit liéu (Data flow) cda 3 nghiép vu coét I6i
trong hé théng Signing Service Tan Cang. Cac bi€u dé tuan tu dudi day gilp ngudi doc hinh dung rd
cach cac thanh phan hé thong tuong tac véi nhau tir IGc nhan yéu cau dén khi tra vé tai liéu da ky.

e 2.1. Ludbng Ky s6 Tap trung (Web Service / Server-side)

e 2.2. Ludng Ky sé Local File (Desktop App / USB Token)

e 2.3. Luong Chuyén déi va BDéng dau (Visual Only)




2.1. Lubng Ky sb6 Tap trung
(Web Service / Server-side)

Ludng Ky so Server-side dugc kich hoat thong qua REST API trén Signing Web Service. Luong nay
dugc sir dung khi hé théng e-Office ty dong sinh tai liéu va can déng dau dé cong ty hoac ky duyét
hang loat thong qua ching thu luu trén Server / HSM.

Mo ta cac budéc:

1. Application (Client) gui yéu cau POST /api/sign kém theo file tai liéu (PDF, DOCX) va céac
théng tin Metadata (Toa d6 hinh anh, Page, Base64 anh chir ky).

2. Web Controller ( SigningController ) ti€p nhan, ki€m tra tinh hgp |1é cia Request va Token
(né€u cé Auth).

3. Néu tai liéu la dinh dang Office (Word/Excel), goi qua module Converter (Aspose) dé
chuyén thanh tinh dang chuén PDF.

4. Hé thong kiém tra Cache (Redis) d6i v6i EJBCA d€ xac minh thu muc luu thong tin chiing
thu (End Entity).

5. Goi APl sang EJBCA CA Server ky hash cua tai liéu va lay d{r liéu chir ky tra vé.

6. Module Signing Core (DSS) rap ch{ ky va hinh dnh con dau (Visual Signature) vao tai
liéu PDF.

7. Ghi Log Audit vao Database va phan hoi két qua truc ti€p cho Client.
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2.2. Luong Ky so Local File
(Desktop App / USB Token)

Luong ky Local phuc vu cho nhu cau nhan su cd nhan cam USB Token vat ly (Viettel, VNPT, FPT,...)
dé ky van ban phé duyét trén may ca nhan.

Mo ta cac budc:

1. Website/Portal ndi bd cla doanh nghiép tao Iénh goi LocalSignRequest xudng Uing dung
Desktop App dang chay ngam trén may thdong qua http://localhost:6868/api/desktop/... .

2. Toa dd hoac hinh anh chit ky dugc truyén theo xudng DesktopSigningController .

3. Ung dung Desktop App khoi ggi (pop-up) giao dién Ul
(TokenProfileDialog/LoadingDialog) dé€ Idy Danh sach chiing thu s6 hién hanh dang
cam vao may.

4. Yéu cau nhap ma PIN Token t&r nguoi thao tac.

5. Desktop App lién két thong qua thu vién dss-token tao mot két n6i PKCS#11 truc ti€p vao
driver USB dé€ ky file.

6. Ky thanh cong, Desktop App phan héi REST API lai cho Website/Portal két qua dé Client
upload file dé Ién lai Server.
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2.3. Luong Chuyén doi va
Péng dau (Visual Only)

Trong mot so6 trudng hop, ngudi dung chi can chen hinh anh phé duyét (Con dau bao céo, chir ky
nhdy hién thi bang hinh anh) ma chua can ap hé théng CA méa héa Cryptography. Hé théng Ung
dung Endpoint /sign-visual-only . Théng qua dé, néu nhan dugc file Office, hé thong sé thuc thi ludng
sau:

Mo ta cac budc:

1. Ti€p nhan file dinh dang .doc / .docx / .xIsx thdong qua REST API.

2. Kiém tra phan header nhi phan (Magic Bytes) xem file c6 bi d6i dubi thd céng hay khong
(Vi du: .pdf d6i tén thanh .docx ). Néu phat hién la PDF nguyén goc, hé thong by-pass quy
trinh convert dé tiét kiém tai nguyén va bao toan file.

3. Néu dung la file Office, s&r dung Aspose Engine (Aspose.Words / Aspose.Cells) dé
convert tlr cau trdc DOM cua tai liéu sang PDF chuan.

4. Doc metadata ( image_info ) truyén xuéng (toa dd X, Y, s6 thi tu trang cai dat). Tinh toan vi
tri Absolute (Tuyét déi) hoac Reference (Tuong déi) trén PDF.

5. R&p chén Hinh Anh vao trang, luu két qua xuét file va tra vé Client (Khdng qua khau tuong
tac DSS CA/EJBCA).



