Chuong 1: Gidi thiéu
Bai toan & Cac Tinh
nang chinh

Phan nay cung cap cai nhin t6ng quan vé bdi canh ra doi cta Signing Service Tan Cang, ly do tai
sao hé théng can thiét, cing véi danh sach cac tinh nang cot 16i dugc xay dung dé giai bai toan
dinh danh va ky sé dién tr cia doanh nghiép.

1. Bai todn Ky s6 & Muc tiéu Du én

2. Tinh nang Ky s6 Tap trung (Server-side)

3. Tinh ndng Ky s6 Local (Client-side)

4. Cac Tinh ndng HO trg & Van hanh




1. Bai toan Ky s6 & Muc tiéu
Du an

BOi canh thuc té

Tai cdc cang bién va van phong cta Tan Cang, s6 lugng tai liéu, hgp déng, ching tir giao nhan (E-
DO), hda don dién t& va cac van ban diéu hanh néi bé dugc luan chuy&n méi ngay la cuc ky 16n.
Céch lam thu céng bang gidy to truyén théng gap phai cac van dé:

e Mat nhiéu thoi gian in &n, luan chuyén va luu trir vat ly.

e RUi ro that lac, lam gid ching t&r hoac chi phi bao quan tang cao.

e Kho khan trong viéc tim kiém, truy xuat bdo cdo, hay tich hgp ludng phé duyét tu déng
trén hé théng so.

Loi gidi cau tric s6 hda

DE giai quyét triét dé van dé trén, du an Signing Service Tan Cang dugc hinh thanh. Muc tiéu
cla du &n la thiét 1ap moét nén tdng Ky sé va Péng dau dién ti hoan thién, gilp tu dong hoéa
khau xac thuc van ban. Nén tdng nay déng vai tro nhu mot Service trung tam chuyén biét, cho

phép cac hé théng nghiép vu (vi du: e-Office, Hé théng diéu hanh Cdng URENCO) c6 thé dé dang
goi API dé rap chir ky s6 vao tai liéu (dac biét la chuan PDF) theo ddng quy dinh phap ly.

Hé théng dugc thiét ké theo dang Client - Server dé gidi quyét hai nhu cau ky song song:

1. Ky sé bang ching thu sé tap trung (Server-side/HSM): Server sé ty dong déng dau
cbng ty hoac ky phé duyét tu dong khoi lugng 16n tai liéu ma khéng can con nguodi can
thiép.

2. Ky s6 ca nhan (Client-side/USB Token): Nhan vién cam USB Token ca nhan vao may
tinh dé ky truc ti€p cdc van ban dugc giao, dam bao tinh chéng chéi bo.



2. Tinh nang Ky s6 Tap trung
(Server-side)

Tinh ndng quan tri chir ky trén Server (Signing Web Service) la trung tam diéu phoi cla toan hé
thong, dap ing yéu cau x ly hang loat:

e Quan ly Ching thu sé Server-side: Tich hop vGi hé théng EJBCA néi b thong qua cac
co ché (Cache) nhanh bang Redis, gilp xac thuc chiing thu (End Entity) va quan ly hiéu
luc ching thu ma khéng lam nghén hé thong CA.

e Ky tu dong / Sinh chir ky hang loat (Batch Signing): Cho phép cac hé théng nghiép
vu day hang loat tai liéu PDF qua RESTful API, dich vu sé ty déng déng dau (chir ky t6
chirc) va phan héi lai file da ky trong thai gian tinh bang phan nghin giay.

e Tuy bi€n hié€n thi chir ky (Visual Signature): Cho phép truyén toa dd (X, Y), s6 trang
(Page) va hinh anh (Con dau ddé/chit ky nhay) dé dinh kem truc ti€p 1én bé mat file PDF,
gilp tai liéu dé nhin va dang thé thic van ban.



3. Tinh nang Ky so6 Local
(Client-side)

Song song véi chir ky Server, du an cung cap Signing Desktop App - mét ing dung nhdé nhe chay
nén dudi may ca nhan cda nhan su:

e Doc & Trich xuat ching thu tu USB Token (PKCS#11): Tich hgp driver ciia da dang
cac hang USB Token (nhu Viettel, VNPT, BKAV, FPT...) theo cdu hinh chuan, doc va lay
public key d€ sinh payload ky.

e Local Web Server trung gian: Khéi chay mot server ¢ localhost (Port 6868/..) dé
frontend cta hé thong nghiép vu (trén trinh duyét Chrome/Edge) cé thé gui yéu cau ky
(LocalSignRequestDTO) thang xuéng USB Token dudi may tinh.

e Giao dién (Ul) quan ly don gian: Cung cap cac cla sé Pop-up (s dung thu vién FlatLaf
hién dai) giup ngudi dung:

o Chon ching thu sé tir danh sach Token dang cam.
o Nhap ma PIN an toan.
o Hién thi thanh tién trinh (Loading Dialog) khi dang thuc hién rap ky tai liéu nang.



4. Cac Tinh nang HoO trg &
Van hanh

Dé& tao thanh moét gidi phap hoan chinh, Signing Service dugc trang bi thém cdc module vé tinh dac
luc:

e Chuyén déi dinh dang Office sang PDF (Format Conversion):

o Ngudi dung hé théng nghiép vu khdng can tu xuét file PDF tinh. Dich vu hd trg nhan
truc ti€ép cac file Word ( .doc , .docx ) hodc Excel ( .xIs, .xlsx ).

o SU dung thu vién Aspose.Words / Aspose.Cells tich hgp san dé chuyén déi tu
dong van ban thanh tai liéu PDF chuan thirc, gilt nguyén format bang biéu truéc khi
thuc thi viéc dong dau chir ky.

o XU ly khéo Iéo cac 16i dinh dang gid mao (vi du: File dubi docx nhung ban chat da la
PDF thi tu nhan dién dugc dé€ by-pass budc convert).

e Luu vét va Audit Logging:

o Moi hanh vi goi hé théng tir Request OTP, l1ay thong tin chidng thu, dén ky tai liéu déu
dugc APl AuditLogAdminController ghi nhan vao SQL Server.

o Cung cap vét thoi gian (Timestamp), Client IP, User goi API va ndi dung giao dich dé
phuc vu hau kiém, ké toan, hoac thanh tra.

e API linh hoat (URENCO APIs & Visual Only):

o Ho trg riéng nhanh APl déng hinh anh chir ky khong qua ma hdéa ching thu ( /sign-
visual-only ) phuc vu phé duyét ndi b6 cap thap.

o Dinh tuyén (Routing) muot ma cac API ké thira tr hé théng URENCO.



