Chuong 4: Bao mat
& Phan quyén
Security)

Danh cho cap quan ly dé bdo vé tai liéu mat.

e Trang 4.1: Thiét l&p quyén truy cap

e Trang 4.2: Huéng dan chi tiét cach tao roles va phdn quyén gid sach theo tung roles




Trang 4.1: Thiét [ap quyén
truy cap

4.1. Phan quyén (Permissions)

Mac dinh, tai liéu tao ra sé "Ma" (Ai cling xem dugc). D€ bao mat:

1. MG Cubn sach hoac Trang can khoéa.

2. Bam vao Permissions (Quyén han).

3. Tich Enable Custom Permissions.

4. O bang bén du6i:
*  Xba quyén View cla nhom “Guest® hodc "Everyone' néu mudn &n hoan toan.
* Thém quyén View cho nhém “Manager' hodac "Team Leader’.

5. Luu lai. Khi d6, chi nhitng nguai trong nhém dugc chon mdéi thay tai liéu nay.



Trang 4.2: Huéng dan chi
tiét cach tao roles va phan
guyén gia sach theo tung
roles

1. Tao roles md&i

e Diéu kién dang nhap véi tai khoan cé quyén Admin

Cai dat --> Quyén --> Tao Quyén maéi

N LifeteX o Tim kiém b Giasich @ Tatcasach @ caiagt @Y agmin -

©caidit A Blotd M Nhitkjkidmtra = Nguoiding @ Quysn & Webhooks

. NN -
Quyén ngudi ding Tao quyen et
C&c quygn dugc st dung dé nhém ngurdi ding va cung cdp quyen hé théng cho cac thanh vién cia ho. Khi ;
mdt ngudi dung 1 thanh vién cia nhigu quyén, cac dac quyén dugc cip sé chong 1én nhau va nguwi dung

s& thira hudng tt ca cac kha nang.

Tim kiém Sapxép | Tén 4
Admin 3 ngui diing dugc gan
Administrator of the whole application 61 quyén
Editor 3 ngudi diing dugc gan
Ngui diing c6 thé sifa céc séch, chuong, trang. 36 quyén
lead_dev 1 ngudi diing dugc gén
LD 33 quyén
lead_test 1 ngudi diing duge gan
LT 33 quygn
Public 4ngudi ding duge gan
The role given to public visitors i allowed 9 quyén
sysad 1 ngudi dung duoc gan
hethong 56 quyen
Viewer 5 ngudi ding dugc gén
User can view books & their content behind authentication 9 quyén

e Tao quyén mdi vai diéu kién chi cho nhém quyén day truy cép vao 1 gid sach cu thé

Vi du

Tén quyén (tén quyén chi dinh)
Quyén hé théng (Bat/tat phu hap)
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LifeteX

I\ Gid sach

Tt ca sach

o Cai dat 9 Admin ~

% Caidit A Bdotri M Nhitkykiémtra

Tao quyén mdi

Théng tin chi tiét Quyen

Quyzn Hé théng
Batjtinetca
lQuan Iy tst ca quyan cia cac sach, chuong & trang 1
lQuan Iy quyan trén sach, chuong & trang ban tac ra 1
JQuan Iy cac méu trang
Truy cap dén API hé théng
Jxust néi dung
Mhap noi dung

[Thay di trinh soan thao trang

Nhan & quén Iy théng béo

" These permissions will technically also provide vi

2 Ngudiding & QuyEn & Webhooks

Tén quyan

Théng tin van tit cia Quyén

Nhom quyn danh cho dev

O véu cau x4c thue da yéu ts

O quén Iy cai dst ciia img dung

O aquan iy nquai ding

O auan Iy quyén va chic nang quyén

Canluu ¥ réng vide truy cip vao bt ky ba quyen trén cé thé
cho phép ngui diing thay d8i dac quy&n ciia chinh ho hodc
@3¢ quyn chia nhitng ngudi khac treng hé théng. Chi gan
céc vai trd €6 cac quygn nay cho nhiing nguéi diing déng tin
cy.

lity & searching of users & roles in the system

e Quyén tai san (asset) (Tich quyén phu hgp theo yéu cau ) --> Luu Quyén

Bav/tat tat 3 Tao Xem

Gia sach

Bat/tdt tét ca

56 hitu

O mta

Tét ca sach . & hitu
o Tét ca

Bat/titeatca O v O wea
Cac chuong st
Bat/tdt tét ca O Tt O 1éta
Cactrang 56 hiy
Ba/tiuat ca O rsta O mta Titcd
. Kiém sodt cac i

Anh

Bét/tdt tht ca

Kigm sodt céc tai

sin (assed) ngusi

dung t3i lén’

Cac binh kém N S& hiru
oo est sdn (asset) ngudi
st/ti st ca . PN
dting ti lén 0 e O méte
Kiém soét cac tai séhit

Céacbinh luén

Bét/tdt tht ca

2 sin (assed) ngusi

0O r1stcaz 0O mta

diing i lén

1 Bi2u nay lién quan @&n kha nang hién thi trong trinh quén I hinh anh. Quy&n truy cap thu'c t& véo céc tép hinh anh 43
t3i1&n & phu thude véo tiry chon luu trif hinh 3nh cla hé théng

2 These permissions wil technically also provide visibility & searching of users in the system.
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~N  LifeteX im ki I Gid sach -

° Vai trd méi @4 dugc tao thanh cong

© Caidit N\ Baotri M Nhitkykiémtra 2t Ngudidung B Quygn & Webhooks

Quyén ngudi diing Too cuyen met

Cacquysn duoc sir dung dé nhom ngudi diing va cung cdp quyén hé thdng cho cac thanh vien cia ho. khi
mat ngudi dung I3 thanh vien ciia nhizu quyzn, cac dic quyan duoc cdp s& chdng 1en nhau va ngusl dung
s& thira huong tét ca cac kha nang.

Tim kiém sipxép  Tén 1
Admin 3 ngudi dung dugc gan
Administrator of the whole application 61 quyén

0 ngudi dung duoc gan

Nhém quyén danh cho dev 33 quyén
Editor 3 ngudi dung duwoc gan
Ngui diing ¢ thé sira céc sach, chuong, trang 36 quyén
lead_dev 1 ngui diing duac gan
Nh6m quyén danh cho dev 33 quyén
lead_test 1 ngudi dung dugc gan
Nhém quyén danh cho test 33 quyén
public 4 ngudi dung dugc gan
The role given to public visitors if allowed 9 quyén
sysad 1 ngudi dung dugc gan
hethong 56 quyén
Viewer 5 ngudi ding dudc gan

sach va cho phép nhém quyén cu thé c6 thé xem/tao, ...

Q-

e Chon gi

N LifeteX e n Gidsich @ TAtcAsach @ Caidat e e o

Pugc xem gan day Hanh déng
Gia sach sipxép  Ten 1
I\ T ligu dung chung +  Gid séch moi
I Tai liéu ban giao (NamDH) | Hién thi dang danh sich
I\ Phong hé thang ® XemThé

n n I

Phong Ky thuat

I Phong Test Phong hé théng Phong Ky thuat Phong Test
Huging din
Céc Gia sach phd bién * Buse ta0 2 thang trudc * Duse ta0 2 ngay truse * Duoe ta0 2 tnng trude
# Bugc cap nhat 2 thang trudc # Buoc cap nhét 2 ngay trudc # U cAp Nhat 2 ngay rudc

Phong hé théng

I\ Phong Test

N i ligu ding chung

I Tai liéu ban giso (NamDH)

n

I\ Phong Ky thuat

Tai liéu ban giao Tai liu dung chung
Cac Gia sach mdi (NamDH)
IRIcuo ik * Bugctao 1 wan trudc * BUOCta0 2 théng trudc
# Bugc cap nhat 1 wan trudc # Bugc cép nhat 2

I\ Tai liéu ban giao (NamDH)

I\ Tai ligu ding chung

Vi du: Phong kY thuat --> Chi cho phép nhém quyén dev_roles/lead_dev truy cap
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-\ LifeteX n b Gidsich @ TitcAsich @ caidat

B Giasach > (M Phong Ky thugt
Chi tiét Hanh déng

2 ngéy trudc béi

r:thgsytrumei Ph(\)ng Ky thuét sipxép = Micdinh 1

& Quyén cla k& dang hoat dong

# Duoc
admin_i

Hoat dong gan day s Sia
" Hé thang Xu ly HO s vai LifeESB & Kafka B oun

SO0 GIAI PHAP KY SO TAP TRUNG D

KY .50 TAP TRUNG

KSTT

toan bd qué trinh trién khai lién quan téi kstt

Hudng dan st dung Skill Agent Al (Antigravity Kit)

Quy dinh Git workflow va quy udc code

nhasioc

Quy trinh refractor code va t6i uu thdi gian xU ly API

Tai liu n3y mb t3 quy trinh, phuong phap v cac nguyén tic k¥ thudt nhdm thurc hign refactor code...

Sighing Service Tan Cang (Hé théng Ky s6 T4p trung & Desktop)

Dich vu ky S8 remote va usbtoken

LifeteX 6 0 Gidsich @ TAtcAsach % Caidat

B Gigsich > (b PhongKkythust > (B Quyenchokésich

Quyén cho ké sach

Dt quyén & dy dé ghi @ céc quyén méc dinh do vai trd ngudi diing cung cép.

€h 58 hitu
Quy&n trén ké sach khdng tur d8ng xEp theo cac séch duoc chira. Biu nay 13 do mat cudn sach co thé tbn tai trén nhigu k&. Tuy -
nhién, quyan c6 thé dugc sao chép xudng sach con bing cach sir dung tly chon bén dudi. €2)  admin lifetex -
Editor
- R O xem O Tao~ [0 capnhat 0O xea x
Nguii diing c6 thé sia céc séch, chuong, trang.
public
ah O xem O 10~ O cépnhat O xee x
The role given to public visitors  allowed
2, Viewer X [t [0 caprhat O xs x
em a0 * 3p nhit b2
=® User can view bosks & their content behind authentication i
lead_dev
an N Xem Tao " Cap nhat O xes x
Nhém quy&n danh cho dev
lead_test
- N O xem O Tae- O capnhat 0O xea x

Nhém quy&n danh cho test

Ghi dé quy2n cho vai trd

Nhirng ngu@i khac
) 919! O «éthia gia tri mac dinh O xem O Teo-
B3t quyén cho tét c vai trd khong dugc ghi d& cu thé.

Ngoai cdc nhém khac khdng tich vao bat ky quyén nao thi dé cho phép nhém
dev _roles/lead_dev c6 thé xem/ta/cap nhat gia sach thi chon giéng nhu trong hinh
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-\ LifeteX q n Giasach @ TitcAsach @ Caidat

> (m Phong Ky

> & Quyenchokésich

. A .
Quyén cho ké sach
D3t quydn & day dé ghi dé cac quyen mac dinh do vai trd ngudi ding cung cip.

) Chis 56 hiru
Quyn trén ké sach khong tu dong x&p theo cac sach dugc chira. Didu nay 13 do MGt cudn sach co thé ton tai trén nhigu ke. Tuy

nhién, quygn c6 thé durgc sao chép xudng séch con bang cach sir dung tily chon bén durdi. admin_lifetex -
Editor
O xem O Teo* O capnhat O xse x
Ngui diing c6 thé stra cic sich, chuong, trang.
Public
O xem O Teo* O capnhat O xéa x
The role given to public visiters if allowed
Viewer
O 1o O capnhat O xea x
User can view books & their content behind authentication
lead_dev
- Tao* Capnhat O xéa X
Nhém quyzn danh cho dev
lead_test
- 0O xem 0 Teo- O capnhat 0O xea x
Nhém quy&n danh cho test
dev_roles
- Cép nhat O xéa x
Nhém quyén danh cha dev
Ghi dé quyén cho vai trd  Chon v
Editor
O xem O T O capnhat O x¢a x
Nguidi diing cé thé sifa cac sich, chudng, trang.
Public
0O xem 0 Teo- O capnhat 0O xea x
The role given to public visiters if allowed
Viewer
O Tao- O capnhat O xéa x
User can view books & their cantent behind authentication
lead_dev
- Tao* Céap nhat O xéa %
Nhém quyén danh cho dev
lead_test
- O xem O reo- O cépnhat O xoa x
Nhém quyn danh cho test
dev_roles
- Tao* Cép nhat O xéa x
Nhém quyén danh cho dev
Ghi dé quyén cho vai trd  Chon v

Nhing ngudi khac
& 9nd O «éthia gia tri mac dinh O xem O Tac* O cépnhat O xéa
DAt quyEn cho tét cé vai tré khang duge ghi 8& cuthé.

* Quyn tao gid séch chi dug st dung 8 sa0 chép quy&n vo séch can bang cch si dung téc vu bén duéi. Chiing khéng kiém sodt kha néing tao ra sach.

Huy

Sao chép cac quyen cho sach

Thao tac nay s& ap dung cai dt quyen hién tai ca gid sach nay cho tit ca séch ¢6 trong do.
Trudc khi kich hoat, hdy dam bao moi thay ddi ddi vai quyén cla gia sach nay da duoc i,

Cudi cung dé nguoi dung cé thé truy cap gia sach Phong ky thuat véi quyén han
dev_roles/lead_dev thi thém nguoi dung do vao vai tro dev_roles/lead_dev
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N LifeteX T I\ Gia sach @ T4t ca sach & Cai dat e Admin ~

& Caidat N\ Baotrdi M) Nhatkykiémtra & Ngudiding @ Quyen & Webhooks

2

Chtrc néng & Bao mat

Danh muc

* Chifc nang & Bao mat

@ Tuy bién Quy2n truy cép cng khai
Cho phép truy cap cong khai

Bat tly chon nay sé cho phép khich, ngui khéng céin ding
8 Dangky nhap, truy cp dén néi dung bin BookStack cla ban.
Quyén truy cip cia khach co thé duac digu khién théng
qua ngudi diing "Guest”,
= Lists & Sorting

Phién ban Hé théng B&o M4t tét han cho viéc tai lén anh

Vi I do higu néng, tit ca cac dnh d8u duge truy cip cng

khai. Tuy chon nay thém mét chudi ngau nhién, khé dosn

Chi tiét gidy phép vao phan lién két dén inh. Bdm bio ring tranh viec index
thu muc @€ ngan chan vic truy cap dén anh mét cach dé
dang.

O eat bdo mat 16t hon cho cac nh dude tai lén
BookStack v25.12.1

Tét binh lugn

Tét eac binh ludn trén tt ca cac trang ela ing dung
Cac binh lugn @3 ton tai s& khong duoc hién thi

O Tét binh lugn

N LifeteX - I\ Giasach @ Tat casach © Cai dat e Admin ~

@ Caidat % Baotri M Nhatkykiémtra = Ngugidung @ Quygn & Webhooks

Ngu’éﬂ dfjng Thém ngudi diing méi

Tao va quan Iy cac tai knodn ngudi dang riéng 1é trong hé théng. Cac tai khodn ngudi ding dugc sir dung
@& ding nhap v gan ndi dung & hoat 33ng. Quy2n truy cap chi y&u dura trén vai trd nhung quy@n s hiru
N6l dung cia ngudi diing, cing vai cac yéu t6 khdc, ciing c6 thé anh hudng dén quyen va truy cap.

Tim kiém ngusi ding Sépxép  Tén 4

Admin Hoat dang méi nhit

S . Admin N

- dmin@admin.com 9 phist traréc
admin_lifetex Hoat 88ng méi nhat

i) o i Admin
admin_lifetex@lifetex.vn 14 gis truec
danpy Admin, Editor, Viewer, Public, Hoat dang méi nhit
danpv@lifetex.un sysad 2 ngay true
dongmk Hoat 88ng méi nhat

) lead_dev

dongmka@lifetex.un 2 ngay truse
Guest

i Viewer, Public

& guest@example.com
Guest Haat dang méi nhat

§ Public
guest@lifetex.yn 1 théng trute
Nam Déng Hoat déng méi nhat
Editor, Viewer

namdh@lifetex.n 2 ngay truée
Nguy&n Thi Hign Hoat 88ng méi nhét

lead_test
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~%  LifeteX

n Gia sach @ Tét ca sach

Pudgc xem gan day

Hanh déng
h 10 khd sipxép  Ten 1
= ng d
Cac Gia sach phé bién
L3
I Phong Ky thust

I

Cac Gia sach mdi Phong Ky thuat

L Phong Ky thujt

* DUTC 130 2 ngay tru
# Buot cip nhat 2 ngdy trwc
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